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Abstract A modern System-on-Chip

(SoC)

incorporates

multiple third-party intellectual

properties (IPs) provided by external vendors. Such third-party IPs can be vulnerable to security
attacks exploiting hardware Trojans. Namely, attackers may include malicious hardware logic that can
perform unauthorized operations within a third-party coprocessor. In this paper, we present a cache
side-channel attack scenario that exploits the coprocessor interface, called RoCC, in a RISC-V
open-source SoC platform. We demonstrate that attackers can effectively execute a Flush+Reload type
cache side-channel attack by activating a malicious memory access logic in a custom IP exploiting
RoCC instructions. Our evaluation exhibits the proposed attack can perform flush operations 9.4 times
faster than traditional cache side—channel attack methods. This paper highlights the need for defense
mechanisms against hardware security attacks in SoC design utilizing open-source processors.
Keywords: cache side-channel attack, RISC-V SoC, hardware Trojan, third-party IP security
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Fig. 2 RISC-V SoC platform architecture
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Fig. 3 RoCC instruction format

1 #define ROCC_INSTRUCTION_©_R_R(x, rsl, rs2, func7){
2 asm volatile(

3 ".insn r " STR(CAT(CUSTOM_, x)) ", "

4 STR(@x3) ", " STR(func7) ", x0, %0, %1”

5 :

6 : "r"(rsl), "r"(rs2));

7}

% 4 RISC-V W&o} mja2 3=
Fig. 4 RISC-V instruction macro code
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For i from @ to L1SIZE-1

1
@ Data eviction i 2 addr=&array[i*LINE];
by inclusive l 3 timel=rdcycle();
policy inclusive L2$ 4 junk = *addr;
'[ 5 time2=rdcycle()-timel;
6 End
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Fig. 5 Attack scenario

Fig. 6 Memroy access time measurement code
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