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AES Implementation on GPU
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A complete key recovery timing attack on a GPU [Jiang HPCA'16]
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Gussed key Guessed number of memory request Execution Cycle Key0

First key byte Sample #1, Sample #2, ... Sample #N Execution cycle #N

{ ox00 1514 141311121513 15 ... 14 |/ 69718\
0x01 1314151514 1314 1514 ... 14 69621
0x02 141316 14 14 1514 13 14 ... 12 69617 E}
0x03 121416 1414 1414 14 14 ... 15 69571
0x04 1415141514 1514 1213 ... 14 69602 J
OXFF 151516 141314131313 ... 13 \_ 69513/
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Motivation
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. AES-128, ECB mode

- Sample size : 16 Byte, 32 encryption block

- GPGPU-SIM

Core
configuration

15 SMs, 32 threads/warp

L1 Cache 128 Byte Cache line, 4-way, 32 sets

L2 Cache 128 Byte Cache line, 8-way, 64 sets * 12

DRAM GDDR5 with 6 memory partitions
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Case 2 : Mot
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Number of mem requests

L1 ~ DRAM AMZ, Correlation = 0.74
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158 160 162 164 166

L2~DRAM AR, Correlation = 043

GuenRat keg, Correlation = 0.43

168



Side-Channel Attack®l| 0| 2 @A
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__Generating Dummy Memory Requests

~F - L- - L- ~F

Number of Number of Number of Number of Number of Number of
Mem_request : 12 Mem_request : 14 Mem_request : 16 Mem_request : 16 Mem_request : 16 Mem_request : 16

KeyO

0.03
0.02
0.01

cxceution eple
g

001 TIHNFBERNG S Ee
| -0.02
9810 - - 1 | -0-03

s 0 85 0 85 300 205 0 a5 m

Correlation

Number of mem requests

Guessed key
DRAM AHE, Dummy memory request AH,
Correlation = 0.027

2812 Ol
A2l 1

KOREA UNIVERSITY



Conclusion

B3 30| Lol 0 BFS
Hze Ee 37|z etz 2

22| ASo E HZE FH2 Al

. Dummy memory requestsE 0|

- H2E2] 27 72 42
performance overhea

20 31

KOREA UNIVERSITY

2
o

o 0=
mju >
Iy~
ue >
o
A2
(n
o
E
)
I

e Al H|2| 2tA| At

12



Thank you



