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Introduction

* Error correction code in modern memory systems
ECC DIMM ECC DIMM

DRAM || DRAM | DRAM | DRAM | DRAM | DRAM DRAM | DRAM | DRAM | DRAM | DRAM | DRAM
chip chip chip chip chip chip chip chip chip chip chip chip

We propose a cost-effective memory protection scheme providing higher
reliability with negligible overheads, compared to the conventional SECDED code. |

DoV e J \/ JITE
10+ 1

10°- — Causing storage overhead

10

1o — Causing performance overhead

Single cell fault rate (<t0)

10— ———— — Requiring more hardware resources
(in memory controller or DRAM)

DRAM process technology [nm]
Single cell error rate as DRAM process technology shrinks [1]
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System failure prob

Cost for reliability improvement

Chipkill scheme
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Multi-bit correctable BCH code

144-bit width data bus (128-bit data + 16-bit ECC)
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System failure probability and decoding latency
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Narrow-width value characteristics

Simple example code

MSB

_inté4 X, Y, Z;

LOAD X, addr0; // X = OXFFFF000012345678

LSB

| Data [63:0]

| 64-bit full-width value

LOADY, addrl; // Y = OxFFFF000012345679

Z=Y -X; Il Z=0x0000000000000001 —

STORE Z, addr2;

—» | Zeros [63:32] |

Data [31:0] | 32-bit narrow-width value

Proportion of 32-bit narrow-width value in real-world workloads
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swaptions

Average 47.4% data
is narrow-width!

* We selected nineteen workloads from
various benchmark suite (i.e., SPEC CPU
2017, PARSEC 3.0, GAP).



Stealth ECC

* Adaptive ECC scheme

( MSB LSB )
. [_Parity (8) | Data (64) | SECDED
Conventional 64-bit full-width value
SECDED [ Parity (8) | Zeros (32) | Data (32) | » SECDED
\_ 32-bit narrow-width value y

4 Exploiting unmeaningful zeros to I  /dopting a multi-bit correctable BCH code
store additional parity bits | Data ( only for 32-bit data (not 64-bit data)
Stealth => No additional storage overhead [X{|EWI i RTe -> Negligible perf. overhead

ECC

Parity bits Data (32)
32-bit narrow-width value
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Stealth ECC

e Overview

CPU

—> Write path

€--- Read path

Memory controller

Data-width

Processor

Data
word

Data
word

aware
BCH encoder

Data-width
aware
BCH decoder

Stealth ECC

Codeword
and
Flag bits
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Bitwise
interleaver

Bitwise
de-
interleaver

[ e L

Young Seo Lee / Korea University

DIMM

(=}
**

—-_———
H

#1

e e

#16

=f==——=

#17

(18 x4 DRAM chips)



Stealth ECC

* Adaptive ECC selection (in detail) S "
0 avoid additional storage overhead, we

Adaptive ECC scheme, but not adopting embed the flag in the 144-bit corresponding
a multi-bit correctable BCH code '\ to two memory bursts of ECC DIMMs

Conventional SECDED | Narrow data aware SECDED Stealth ECC
(i) NN case 71 63 0 7164 50 3831 0 71 64 50 31 0
(narrow-width A + P, DW, F| N WPA DW, 7!3! P DW,
narrow-width B) Py DW, Py DW, ks P, DW,
(ii) NF case 71 63 0 7164 50 3831 0 71 64 50 31 0
(narrow-width A + P, DW, F| N EﬁPAl DW, —F| N IR DW,
full-width B) Py DW, Pg | DW, Py DW;
(iii) FN case 71 63 0 7164 50 3831 0 71 64 50 31 0
(full-width A + P, DW, F| N [0]Ps] DWy o p. DWW,
narrow-width B) Py DWW P,| DW, P, DW,
(iv) FF case 71 63 0 7164 55 0 7164 55 0
(full-width A + P, DW, Fng d DW,.p ] Fng,d DW,.p
full-width B) Py DWjy DW, .. DW,.x
* DW = data word, P = parity [ SECDED 3-bit correctable BCH code
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Stealth ECC

 Redundant flag bits

F flag (7-bit) N flag (14-bit)
FF case 1111111 N/A NN
1111111 case
NF case 0000000 1111111
1111111
FN case 0000000 0000000
FF case NF case FN case
NN case 0000000 ggggggg
Flag decoding process
Redundant flag bits for error tolerability in the data-width aware BCH decoder

*  When errors occur in the flags, it causes system failure by misclassifying the data-width.

 Weredundantly store F and N flags into 7 bits and 14 bits, respectively, so that the flags has
3-bit error tolerability.

Young Seo Lee / Korea University 9



Stealth ECC

* Bitwise interleaving for further improving reliability

|Z| = nt bit of the data

DRAM DRAM ces DRAM DRAM DRAM DRAM ces DRAM DRAM
chip17 chip16 chip1 chip0 chip17 chip16 chip1 chip0
71]70{69|68| [67]66|65|64 7\ 6 5\ 43210 7153 5! 236 18 0
71] e 76543210 B33719 1 P36 18 0
4-bit errors (CW) o 3-bit errors (CW) - Correctable
-> Uncorrectable 1-bit error (flag or 0) = Tolerable
71{70]69|6867[66|65]64] - [EA: 4 0 71{70[69|68|67[66|65]64] - 4 0

71 64 50 - 0 * CW = codeword 71 64 50 - 0

NN case |F CW, [50:0] (dataword + parity) NN case (F CW, [50:0]
SR s CWy [50:0]

iia  CW; [50:0]
(a) Conventional data placement (b) Bitwise interleaved data placement
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e Methodology

— Comparison
=  Baseline: BCH(72,64,1%) (co

= Multi-bit correctable BCH codes
(i.e., BCH(72,57,2), BCH(72,50,3), BCH(573,512,6))

. Narrow data aware SECDED

— Reliability: FaultSim [2]

=  Monte-Carlo based simulation exploiting
real-world statistics in super-computers

nventional SECDED)

Fault Rate (FIT)
DRAM error type
Transient Permanent

Single bit 14.2 18.6
Single word 1.4 0.3
Single column 1.4 5.6
Single row 0.2 8.2
Single bank 0.8 10
Multi-bank 0.3 1.4
Multi-rank 0.9 2.8

— Performance impact: Gemb
=  Considering ECC decoding latency (based on Strukov’s model [3]) and flag decoding latency

— Area and power overhead: Synopsys Design Compiler
=  14nm SAED FinFET logic process technology
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* Reliability and performance impact

[ OBaseline BOBCH(72.57.2) GBCH(72.50.3) B8BCH(573.512.6) B Narrow data aware SECDED B Stealth ECC

47.9% reduction
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E'E nab x264 blackscholes blender | pagerank bfs swaptions  facesim cactuBSSN  povray leela mef perlbench exchange xalanchmk wrf canneal gce deepsjeng
% low medium high Avg.
Proportion of 32-bit narrow-width values
System failure probability depending on ECC schemes across workloads
0.9% perf. overhead
1.1
1.08 -| OBaseline OBCH(72,57,2) OBCH(72.50,3) B&BCH(573,512,6) MNarrow data aware SECDED M Stealth ECC I =
o 1.06 E E
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v nab %264  blackscholes blender | pagerank bfs swaptions  facesim cactuBSSN  povray leela mef petlbench exchange2 xalanchmk wrf canneal gee deepsjeng
low medium high Avg.

Proportion ot 32-bit narrow-width values

Execution time depending on ECC schemes across workloads

v Note we categorize the workloads as low (~30%), medium (30~60%),
or high (60%"~) proportion of the narrow-width values.
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* Area and power overhead

Stealth ECC
Area 0.01 mm?
Power consumption 1.63 mW

Negligible area

(0.1% of memory controller area
/ of a state-of-the-art server CPU)

) Negligible power consumption
(TDP of a state-of-the-art server CPU =
205W)
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* Reliability depending on the narrow-width value ratio

--<--- Baseline ---aA--- Chipkill --x--BCH(573,512,6) —e— Stealth ECC |
1

2 ~2.2%

5 = 0.1 |degradation
o 9

[eY2)

= D

o3 0.01

=

s § 0001

£

= 0.0001

2] 0% 25% 50% 75% 100%

Proportion of 32-bit narrow-width values

* Only in case that the proportion of narrow-width values is extremely low (< 2.3%), Stealth ECC
would cause marginal reliability degradation (2.2% even in case of no narrow-width value).

« Stealth ECC could be even better than Chipkill in an ideal case (i.e., the proportion of narrow-
width values > 99.7%)
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Related work

Chipkill-level ECC schemes Near Chipkill-level ECC schemes
CLEAN-ECC [4] Bamboo ECC [5] LOT-ECC [6] CARE [7] Stealth ECC
Storage overhead o o 0 o/ 0

(vs. SECDED) 0% 0% 12.4% 0% 0%
Avg. perf. overhead o o o o 0
(vs. SECDED) 19.3% 20.3% 14.3% 10.0% 0.9%
OS support NO NO NO YES NO
Access granularity 16-64B 64B 64B 64B 16B
Scalability YES YES YES NO YES

* It additionally requires a 56KB ECC cache per 8GB DRAM.

Different from related works, Stealth ECC achieves DRAM chip error resilience for narrow-

width values with i) no storage overhead, ii) negligible performance overhead, and iii) no
OS support, still providing iv) fine-grained memory access and scalability.
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4 Narrow-width value N
T 5. [ pam | | We propose Stealth ECC, a strong ECC scheme by storing
- more parity bits in MSB side of the narrow-width value,
\IP [ P {0s] Data I/ instead of zeros.

Avg. system failure
s probability -47.9%

Stealth ECC reduces system failure probability by average
47.9% with average 0.9% performance overhead as well as
no storage overhead.
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Backup slides

* Configuration for performance simulation

ECC decoding
latency (cycle)

Flag decoding
latency (cycle)

Parameter Configuration
Processor DerivO3CPU@3.0GHz
Cache LlD/LlIS Private; 32KB; 8-way; 64B block
L2: Private; 256KB; 4-way; 64B block
ECC decoding latency (cycle):
Memory Baseline (3), BCH(72,57,2) (7),
controller BCH(72,50,3) (10), BCH(573,512,6) (24),
narrow data aware SECDED (3), Stealth ECC (9)
Main memory DDR4-2400; x4 bus-width; 18 chips; 16GB

18 March 2022

Baseline 3 0
BCH(72,57,2) 7 0
BCH(72,50,3) 10 0

BCH(573,512,6) 24 0
Narrow data 3 1
aware SECDED
Stealth ECC 9 1

Detailed ECC decoding latency
and flag decoding latency
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Backup slides

* Bitwise interleaved data placement of Stealth ECC

DRAM DRAM DRAM DRAM DRAM DRAM DRAM

chip17 chipl6 chip15 chip14 chip11 chip10 chip0

444\ 4+4 \ 4+4\ 4+4\ 4+4\
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4-bit 4-bit 4-bit 4-bit 4-bit
* CW = codeword l

(data word + parity) 71 64 50 0 71 64 50 0 71 64 0

Kl cw, [50:0] F[ N m [ CW,.5 [64:0]

s CW; [50:0] CWj, [71:0] CW,.; [137:65]

(i) NN (ii) NF or (iii) FN (iv) FF
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