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Morris F. Collen, 2977 - Medical informatics is the

application of computer technology to all fields of
ine - medical care, medical teaching, and
medical research.

Preliminary announcement for the Third World Conference on
Medical Informatics, MEDINFO , 1977.

to ... eHealth, mHealth
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DIGITAL %GE?&%Q FOR EU 4&@?3

ndoriake pilot actions te equip Furopeans with secure online arcess
ts thg;r media;ai ?m&it;;\ datz by 2015 and to achieye by 2020

=t deployment of telemedicine services

Action 76: Propose a ﬂ:—\a}mmaﬁéadsﬂ fodefinea
minimum common set of patient dala

The E@mfmssmn will work with Member Statecs cﬁm{}etaﬁt aitti’aar;ties
and all ted stakeholders to: Pregp 2 rec dation defining
2 minimum common set of ﬁaheni data for interoperability of gatgent
racords to be ace d or gad af fcaily 24,

States by 2012; Implementation of this action is also expected to
contribute to Action 77,

Action 77: Foster EU-wide standards, interoperahbility
ﬁesaag and certification of etealth

Foster Eﬁ‘mﬂe standards, interoperability tast:sg and §e¥hﬁ€ahﬁ£§ af
eHealth systems by 2015 through stakeholder dinlogue.

http://www.governo.it/Presidente/Comunicati/testo_int.asp?d=69362 (8 febbraio 2013)
4 Ottobre 2012 - DI Crescita 2.0

1.4 Misure per la Sanita digitale

« Fascicolo sanitario elettronico, cartella e prescrizione medica digitali (artt.
12,13).

Al via il fascicolo sanitario elettronico (FSE), che conterra tutti i dati digitali di
t}p@ sam‘iariﬁ € SGCIGS&BK&E‘}{} ée} {:ﬁ{adins z‘aﬁcagheﬁd{ne di fatto l'intera
soggetti che, nell’'ambito
del servizio Samtaﬂe pubblico, prendono in cura gli assistiti.

In questo senso, le strutture sanitarie pubbliche e quelle private accreditate
potranno conservare le cartelle cliniche solo in forma digitale, realizzando cosi
significativi risparmi e semplificazioni. Viene accelerato anche il processo di
digitalizzazione delle prescrizioni mediche, definendo tempi certi e uguali su

tutto il territorio nazionale.
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2. Software used for the m
that have an indirect lin]

3. Seftware used éif@ﬁy fﬁi‘f patient care
{medical device software)

Le applicazi
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1

EHR (electronic health record) that integrates patient data

generated in %:%‘3% care processes and enables |
those that need it and have the proper
authorization ‘%Z{;% access it.

Anagrafica + SDO |
! Cartella di degenza <— Fascicolo
Cartella —< ‘ o = e
clinica Cartella specialistica «——=— sanitario |
% 5 ,/,/ i
Cartella MMG < |

C
+—Software used for 5:3;1 informatics é:%‘téi inch sﬁég all ?%@
managementprocedures applications used to exchange data |
among dgﬁar@ | ﬁs&%i? facilities.
2. Software used for the I

management procedures
a‘*:ﬁ %ave an indirect link

with patient care

2. Software used
directly for patient
care i{m@é@gg}é device
software) I
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Tangng

14-280 glugna 2813

PIEMONTE/ Al 8. Giovanni Bosco di Torino un sistema informatizzate per fe terapie

Un software gestisce i farmaci

A disposizione degli operatori i dati dlinici del paziente e il Prontuario
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Personale
sanitario

* Analist dei fabbisogni e definizione delle specifiche

» Analist delle specifiche e progettazione del software {
» Documentazione dello sviluppo del software

e verifica e la validazione di software |
s Certificazione [
e Supporto post vendita
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Personale
sanitario

che ¢
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Informatizzazione della gestione della
terapia

ESEMPIO

)

Individuazio
ne dei
processi

collegati alla

¢ INTERVIEWS: bisogna individuar
OBSERVATION: per yerificare che qiiello che & emerso dalle

Esistenza di un sistema

Il modello dipende dall’obiettivo e da
chi lo costruisce

Individuare quali componenti del
sistema considerare
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Coinvolgimento delle figure professionali

: Personale
T G
'onmedlco

roduct development and upgrading

Acquisition process

L

Biomed Activities

Analisi dei fabbzsognz e deﬁmzzone delle speczﬁche
Valutazione offerte

Collaudo

Supporto all’uso corretto e sicuro
Manutenzione .

... Infrastrutture ... ;
Gestione delle reti che contengono dispositivi medici
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Rischio

Dal punto di vista della analisi del rischio le tecnologie presentano
tre tipologie di rischi:

un maltunzionamento

O GESTIONALE: i rischi che derivano da una mancata o non
corretta gestione

LUSO: rischi derivanti da un uso non corretto.

Rischio intrinseco

La normativa relativa ai dispositivi medici e la certificazione
consentono di ridurre sensibilmente i rischi legati ad una
progettazione non corretta.

La possibilita di usare controlli inseriti nel firmware del dispositivo
riduce la necessita di controlli da parte degli operatori ed aumenta
la probabilita di detezione dei malfunzionamenti.
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—  diagnosis, prevention, monitoring,

treatment or alleviation of disease.

—  diaggnosis, moniluring, (reatment, alle-
vistion of or compensation for an .
injury or handican.

amé; whick does not achieve its principal
Intended mn in or on the human body
b}? macological, immunological or

mhr: means, but which may he

asmzte& in its function by such mcans;

It is necessary to clarify that software in its own right, when
specifically mﬁn&é by the mmmfmt’m‘er tobe d for one

or more of the medical p

When a software stand alone is
a medical device?
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__ Clinical Engineering - the origins

v-1971: Ralph-Nader -shocked the nation by reporting in the Ladies Home Journal that
thousands died in hospitals yearly from electrocution. At the beginning, the problem of
technology management was mostly concerned with electrical safety

v'1972: United States Department of Veteran’s Affairs prepared VA Biomedical
Engineering Program to create a consolidated program for instrumentation
management and biomedical engineering. -

v' 80s: technology became more sophisticated and safer, but the number of devices
increased dramatically. The problem became how to correctly manage the devices
maintenance, how to purchase the most suitable instrument and so on.

Clinical Engineering - the evolution

Inizialmente I'attivita dei SIC (Servizi di Ingegneria Clinica) era
basata principalmente sugli aspetti di sicurezza elettrica. Negli ultimi
vent’anni si & passati a parlare di Healthcare Technology
Management (HTM) cioe di gestione delle tecnologie biomediche
puntando 'attenzione sui processi (manutenzione, acquisizione, ...).

Questo cambiamento ¢ ampiamente giustificato dall’evoluzione della tecnologia
che ha di molto ridotto i problemi di sicurezza elettrica aumentando la sicurezza
intrinseca delle singole apparecchiature, mentre il numero di dispositivi &
aumentato pesantemente richiedendo sempre di pit lo sviluppo di procedure
efficaci ed efficienti per garantirne la disponibilita oltre che I'uso sicuro.
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Le ﬁgure professmnah

Ingegnere clm:co

Y direttore

v assistente

ricambi, accesson
consumab1l1 S

uso e all agg10rnamento
dell’inventario tecnologico

specializzazione orientata alla )
funzione : v’ addetto al call-center tecnico

v addetto ai controlli
funzionali e di sicurezza

Attivita di un SIC

A’I'I‘IVITA:COORDINAMENTO E ORGANIZZAZIONE

ATTIVITA: PARTECIPAZIONE AL PROCESSO DI PROGRAMMAZIONE DEGLI
INVESTIMENTI TECNOLOGICI

Predirpocizivee plasi
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ATTIVITA: ACQUISIZIONE

i

Offrta.  vahoazione oIk inata S Evendiura povea in n
dghio ra opara paura in opaxa)

Tecrics hi . E0 Poanibosse Tocns
ecice hiomed®r Uilieradure . " S
; T8 Tacnieo bimadieo Jr  J Pt Forndiviee 1 piammdare 1T

OO

Accettaziome T"":l"i“ Ik Ihsme Tenaingia Chilamin  Cnllaadn  Fammerione Farmarine Imadmenin 1T aggarmadn
asoatia iemlata  fteenico avernus  pemmle  esezuim 0

— : La situazione dei Servizi di Ingegneria Clinica
S (SIC) in Italia & piuttosto variegata e

- == disomogenea:
siva dalla struttura complessa al global service
passando per tutti i possibili tipi di
organizzazione possibili

Clinical engineering in Regione Piemonte (ITALY) in the last
twenty years grew in a very diversified and fragmented way.

s

Only a few healthcare facilities have a Clinical
Engineering (CE) department

O
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1pongono il modello proposto

~ Modello dimensionamento Staff

L
10-Credig

 Consistent with available resources
| rate consensus among |
i process (like| -
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¢ Funzioni

* Aree tecnologiche di competenza

* Profili professionali b s :
L 3 Pumvipni 3
. . . K o 3. A 3
*  Otrganizzazione del servizio o s .
i : L &
*  Dimensionamento . 5
7o ke i R's
*  Modello “misto” : &
: N N

* Sovrazonalita

Bernsesnran s

* Richiamo ai documenti A.Re.S.S.
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WHY A STANDARD FOR RISK
MANAGEMENT OF MEDICAL
NETWORKS?

Individual medical devices are designed and -
validated fo be safe for their intended use.
When they are incorporated into heteroge-
neous networks that ine edical

othe

The goal of 80001 is to prevent patient harm.
But 80001 extends the meaning of harm beyond
the idea of injury to the patient. In addition to
physical injury or damage to the health of a
patient, harm includes a reduction of effective-
ness or a breach of data and system security.

created, and the medical device has not been
validated with that new system. The safety
requirements and constraints identified by the
manufacturer as necessary to ensure the safety
of the medical device may not adequately con-
trol hazards in this new system. Additionally,
new hazards may emerge that involve interac-
tions among the network components that were
not considered when the medical device was
designed, and new uses of the medical device
may emerge that were not part of the medical
device validation.

.

80001 covers the entire life cycle of the medical
ITnetwork. After risk management for a new or
modified network has been completed and put
into use in the patient environment, monitor-
ing’wiﬁ be mc«essary to ensure that the kcy
properties are not impacted by the dynamic
characteristics of that environment,

Figure 1. Overview of Roles and Relationships from 80001

{IEC BOOGY-1:2000, Figure 8:1]
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System development

System development is a complex task that can be view as a
process with three main steps.

i

Requirements
specification

PRODUCT

Object programming

The intent of object-oriented programming (OOP) is to improve the
development of computer programs.

Before OOP, computer programs were based on the concept of a
Junction or procedure (or subroutine). Computer languages that
support this concept are referred to as procedural languages.

A function allows a programmer to break a large list of instructions down into
smaller units that can be executed repeatedly. Ideally, each function has a clearly
defined purpose and interface to other functions in the program.

The relation between data structures and functions is not visible in
procedural programming languages.

Since data structures can be accessed by different functions in a program, it is

important that changes to the data structure be reflected in all functions that
access the data structure
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UML can be used as ...

... a sketch: UML is used to make brief sketches to convey key points.

... a blueprint: provide detailed specification of a systemwith UML diagrams.
These diagrams would be generated with a UML tool. This approach
usually involves using forward and reverse engineering to keep the model
synchronized with the code.

... @ programming language: this goes directly from a UML model to executable
code (not just portions of the code as with forward engineering),
meaning that every aspect of the system is modeled. Theoretically, you
can keep your model indefinitely and use transformations and code
generation to deploy to different environments.

UML v 1.x

System development is a complex task that can be view as a
process of model building. The result of the process is a sequence
of models that allow for a better management of both
development and maintenance.

_.L Analysis J—l»[(bnstructio%{ Testing ]-l-

Requirements model Design model
Analysis model Implementation model

Test model
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Testing Process

Requirement
s model

—

[

Analysis
model Unit

Integration Systgm
~ ~ <« /| testing testing testing —

[

[

Design
model

DN =

—

: Test
Implementation model
model

UML v 2.x

Many of the original diagrams and associated notations have been retained and extended in
UML 2.0.

New diagrams types has been introduced to extend the language just enough so that it can
support the latest best practices.

Release date: August 2011
Specification Name: Unified Modeling Language™ {UML®) i
Description: A specification defining a graphical ianguage for visualizing, specifying, constructing, and documenting
" the artifacts of distributed chject systems.
abstraction, action sequence, action state, activity graph, architecture, association, ciass diagram,
Keywords: collaboration diagram, component diagram, control flow, data flow, deployment diagram, execution,

implementation, pins, procedure.

Current version {infrastructure and

Latest/ past specifications: Superstructure): 2.4.1

Past versions

NOTE: Version 2.0 does not have XSD or XML associated files due to structural problems with the UML metamodel.

Practitioner Certification: OCUP (OMG-Certified UML Professional)

Related OMG Specifications: Diagram Interchange, OCL, MOF., XMi
UML 1.4 2 is avaifable as ISONIEC 19501; 19505 assigned to UML 2.1.2; ITU-T Recommendations
Related # : . "
- e fndustry Standards: 7 100 (SDL) and 2.109 (SDL UML profe).
Most recent IPR and impiememtation: BCQ Bodand 1B
guestionnaire responses: Oracie Sofieam Spapx Systems
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Results of the Requirements Analysis Process

Requirements
specification

Nn—————

Requirements

analysis

Customers

e

==
Lo N ]

O f § interfaces

O O Use case model

Domain object model

(D

Regquirements model

The Requirements model
consists of three components:
v Use cases

v Interfaces

v" Objects

A use case is a specific way of

Each use case constitutes a complete
course of events initiated by an actor
and it specifies the interaction that
takes place between an actor and the
system.

Nuova Ricovero

S

e

Seleziona Letto Plantina
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Use Case Name:

Use case identifier and reference number and modification history

Goal: Goal to be achieved by use case and sources for requirement
Actor(s): List of actors involved in use case
Trigger; .....

Main Flow:

Interactions between actors and system that are necessary to achieve goal
The sequence of interactions necessary to successfully meet the
goal. The interactions between the system and actors are
structured into one or more steps which are expressed in natural
language. A step has the form

<sequence number><interaction>

Alternative Flows:

Any variations in the steps of a use case
Further detail about a step may be given by listing any variations
on the manner or mode in which it may happen.

Form

The software interfaces related to the use case

TITOLO GESTIONE PAZIENTI

Obiettivo Consentire di attivare le varie funzionalitd relative ai pazienti

Precondizioni

Trigger Da un qualunque caso d’uso viene cliccato il pulsante Pazienti

Attori Medico

Percorso 1. Viene visualizzata la form Pazienti

principale 2. Vengono visualizzati i nomi dei pazienti attivi prendendo i dati dall’oggetto
entitd LISTA PAZIENTT

3. Aseconda di quale pulsante si clicca si passa al corrispondente caso d’uso
NUOQVO: passa il controllo al caso d’uso NUOVO PAZIENTE
NOME PAZIENTE: passa il controllo al caso duso PAZIENTI ATTIVI
ARCHIVIO: passa il controllo al caso d'uso ARCHIVIO PAZIENTI

Protocolli: passa il controllo al caso d’uso GESTIONE PROTOCOLLI
Export: passa il controllo al caso d’uso EXPORT

Percorso 1. Viene visualizzata la form Pazienti
Alternativo 1 2. Viene cliccato il pulsante ESCIL: il programma termina
FORM Form Pazienti
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