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Thank you for choosing QNAP products! This user manual provides detailed
instructions of using the Turbo NAS. Please read carefully and start to enjoy the
powerful functions of the Turbo NAS!

NOTE

e “Turbo NAS” is hereafter referred to as "NAS".

e This manual provides the description of all functions of the Turbo NAS. The
product you purchased may not support certain functions dedicated to specific
models.

e All features, functionality, and other product specifications are subject to change
without prior notice or obligation.

e All brands and products names referred to are trademarks of their respective
holders.

DISCLAIMER

In no event shall the liability of QNAP Systems, Inc. (QNAP) exceed the price paid
for the product from direct, indirect, special, incidental, or consequential software,
or its documentation. QNAP makes no warranty or representation, expressed,
implied, or statutory, with respect to its products or the contents or use of this
documentation and all accompanying software, and specifically disclaims its quality,
performance, merchantability, or fitness for any particular purpose. QNAP
reserves the right to revise or update its products, software, or documentation

without obligation to notify any individual or entity.

®CAUTION

1. Back up your system periodically to avoid any potential data loss. QNAP

disclaims any responsibility of all sorts of data loss or recovery.
2. Should you return any components of the NAS package for refund or
maintenance, make sure they are carefully packed for shipping. Any form

of damages due to improper packaging will not be compensated.
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10.
11.

12.

Safety Warnings

The NAS can operate normally in the temperature of 0°C-40°C and relative
humidity of 0%-95%. Please make sure the environment is well-ventilated.
The power cord and devices connected to the NAS must provide correct supply
voltage (100W, 90-264V).

Do not place the NAS in direct sunlight or near chemicals. Make sure the
temperature and humidity of the environment are in optimized level.

Unplug the power cord and all connected cables before cleaning. Wipe the
NAS with a dry towel. Do not use chemical or aerosol to clean the NAS.

Do not place any objects on the NAS for the server’s normal operation and to
avoid overheat.

Use the flat head screws in the product package to lock the hard disks in the
NAS when installing hard disks for proper operation.

Do not place the NAS near any liquid.

Do not place the NAS on any uneven surface to avoid falling off and damage.
Make sure the voltage is correct in your location when using the NAS. If you
are not sure, please contact the distributor or the local power supply company.
Do not place any object on the power cord.

Do not attempt to repair your NAS in any occasions. Improper disassembly
of the product may expose you to electric shock or other risks. For any
enquiries, please contact the distributor.

The chassis NAS models should only be installed in the server room and
maintained by the authorized server manager or IT administrator. The server
room is locked by key or keycard access and only certified staff is allowed to

enter the server room.
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Chapter 1 Install the NAS

For the information of the hardware installation, please refer to the “Quick

Installation Guide” in the product package.

1.1 Hard Disk Compatibility List

This product works with 2.5”/ 3.5” SATA hard disk drives from major hard disk
brands. For the HDD compatibility list, please visit http://www.gnap.com/.

@ QNAP disclaims any responsibility for product damage/ malfunction
or data loss/ recovery due to misuse or improper installation of hard disks

in any occasions for any reasons.
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http://www.qnap.com/

1.2

Check System Status

LED Display & System Status Overview

LED

Colour

LED Status

Description

usB

Blue

Flashes blue
every 0.5 sec

1) A USB device is detected

2) A USB device is being removed
from the NAS

3) The USB device connected to the
front USB port of the NAS is being
accessed

4) The NAS data is being copied to the
external USB device

Blue

The USB device connected to the front
USB port of the NAS is ready

Off

The NAS has finished copying the data
to the USB device connected to the
front USB port

eSATAt

Orange

Flashes

The eSATA device is being accessed

System
Status

Red/
Green

Flashes green
and red
alternately
every 0.5 sec

1)

2)
3)

4)
5)

6)

The hard drive on the NAS is being
formatted

The NAS is being initialised

The system firmware is being
updated

RAID rebuilding is in process
Online RAID Capacity Expansion is
in process

Online RAID Level Migration is in
process

Red

1)
2)

3)
4)
5)
6)

7)

8)

The hard drive is invalid

The disk volume has reached its full
capacity

The disk volume is going to be full
The system fan is out of function*
An error occurs when accessing
(read/write) the disk data

A bad sector is detected on the
hard drive

The NAS is in degraded read-only
mode (2 member drives fail in a
RAID 5 or RAID 6 configuration, the
disk data can still be read)#
(Hardware self-test error)

©Copyright 2009. QNAP Systems, Inc.

All Rights Reserved.




Flashes red
every 0.5 sec

The NAS is in degraded mode (one
member drive fails in RAID 1, RAID 5
or RAID 6 configuration)*

Flashes green

1) The NAS is starting up

System Red/ everv 0.5 sec | 2) The NAS is not configured
Status Green y e 3) The hard drive is not formatted
Green The NAS is ready
All the hard drives on the NAS are in
Off
standby mode
The hard drive data is being accessed
Flashes red and a read/ write error occurs during
the process
HDD Red/ : :
Green Red A hard drive read/ write error occurs
Flashes green | The hard drive data is being accessed
Green The hard drive can be accessed
Orange The NAS is connected to the network
LAN Orange
Flashes The NAS is being accessed from the
orange network

* Not applicable to 1-bay models
T The eSATA port is available on certain models only. Please refer to the product

specifications for more information.

# 4-bay models or above only

©Copyright 2009. QNAP Systems, Inc.
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Beep Alarm (beep alarm can be disabled in “"System Tools” > “"Hardware

Settings”’)

Beep sound No. of Times

Description

Short beep (0.5 sec) 1

1) The NAS is starting up

2) The NAS is being shut down
(software shutdown)

3) The user presses the reset button to
reset the NAS

4) The system firmware has been
updated

Short beep (0.5 sec) 3

The user tries to copy the NAS data to
the external storage device from the
front USB port, but the data cannot be
copied.

Short beep (0.5 sec), | 3, every 5 min
long beep (1.5 sec)

The system fan is out of function*

Long beep (1.5 sec) 2

1) The disk volume is going to be full

2) The disk volume has reached its full
capacity

3) The hard drives on the NAS are in
degraded mode

4) The user starts the HDD rebuilding
process

1) The NAS is turned off by force
shutdown (hardware shutdown)

2) The NAS has been turned on
successfully and is ready

* Not applicable to 1-bay models
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Chapter 2 Use the Powerful Services of NAS

A. Use the network shares
1. You can access the network shares of the NAS by the following means:
a. Open My Network Places and find the workgroup of the NAS. If you cannot
find the server, browse the whole network to search for the NAS. Double

click the name of the NAS for connection.
b. Use Run function in Windows. Enter \\[NAS name] or \\[NAS IP] to

access the share folders on the NAS.

= Tvpe the name of a program, folder, document, or
5 Internet resource, and \Windows will open it For vou,

Open: | VI MASEESTET| v |

[ K H Cancel H Browse, ., ]

= Tvpe the name of a program, folder, document, or
5 Internet resource, and \Windows will open it For vou,

Open: | 11169.254. 100, 100] v|

[ K H Cancel H Browse, ., ]

2. Enter the default user name and password.

Default user name: admin

Password: admin

3. You can upload files to the network shares.

11
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B. Manage the NAS

= Manage the NAS using web browser by Windows® or Mac

1. You can access the NAS web administration page by the following methods:
a. Use the Finder to find the NAS.
b. Open a web browser and enter http://[NAS IP]:8080

The default NAS IP is 169.254.100.100:8080. If you have configured the NAS
to use DHCP, you can use the Finder to check the IP address of the NAS. Make
sure the NAS is connected to the same subnet of your computer that runs the
Finder. If you cannot search for the NAS IP, please try to connect the NAS to

your computer directly and run the Finder again.

2. When the administration page of the NAS is shown, click "ADMINISTRATION".

Enter the user name and password to login.

Default user name: admin

Password: admin

ADMINISTRATION

12
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3. You can select to browse the NAS UI with Standard view or Flow view.

Standard view:

AP Forum Flaot

Weh File Manager

Flow view:

ADMINISTRATION

ns, Inc. &ll rights

13
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4. You can select the display language on the drop-down menu on the login page
of the NAS or after you login the NAS.

Y -

Surveillance !

Enalish ~
T
E{E P
St
% Frangais
fb’ Deutsch
@ =
ate Multiple Users  Create a User Group Esparfial
amultiple users and assign Create a user group and assign the TSl
ivileges privileges
PyCckIiA
Mok sk
g.qu [ 1]. Suormi
- = = Dansk
i - = Swenska
' Sanvics Remnte Renlicatinn Palski
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5. The NAS supports SSL secure login which enables you to configure and manage
the server by encrypted transfer. To use this function, check the box “"SSL
login” on the administration page and login the server.

Note: If your NAS is placed behind an NAT gateway and you want to access the

NAS by secure login from the Internet, you must open the port 443 on your NAT
and forward this port to LAN IP of the NAS.

Close | =

User Hame gdmin
Password esess
[ Remember user name
[ Remember passward
W 1550 ogin
| suBmIT | | caNcEL |
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Chapter 3 Server Administration

There are 8 main sections in server administration.

Horne «
=] Cweni e

- [ Swstemn Administration

- Disk Management

- 1 Access Right Management

- [ Metwork Services

- ] Applications

- |1 Backup

- ] External Device

- ] Systern Status

Click on the triangle icon next to the section name to expand the tree and view the
items listed under each section.

4 i Bystemn Administration
EE General Settinns
gl Metwork
o) Hardware
 SECULTY
“ Mofification
¥ Paower Management
3 Metwork Recycle Bin
&, Backup System Settings
“ Svstem Logs
W Firmware Update
\& Restoreto Factany Default
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To access the services such as Web File Manager, Download Station, Multimedia

Station, and Surveillance Station, you can select the services from the drop-down

menu or click the icons on the login page.

ADMINISTRATION

right QAP ns, Inc., All rights 1 3.0.0 build 04137

After you login the NAS, you can click the icons on top of the page to access the

-

services.

ek File Manager Multimedia Station Lownload Station Surveillance Station
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3.1 System Administration

You can configure the general system settings, network settings, and hardware

settings, update the firmware, etc. in this section.

Home > System Administration

System Administration

o D

General Settings Hetwork Hardware Motification
S_—— » _ —
SZ | % —
Power Management Network Recycle Bin Backup System Settings System Logs Firmware Update

&

Restore to Factory Default
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3.1.1 General Settings

General Settings (

System Administration
Serer Mame: [ASSCIEARF

System Port: 8020

Date and Time

Time Zone: | (GMT-+08:00) Taipei 4

DatefMime: | 2005/5/18« |/ | 15+ [ | 07+ | ¢ | 57+ |

= Synchronize with an internet titme server automatically

Server: pool.ntp.org

UPDATE NOW

Time Interval:

[~ Setthe servertime the same as your computer time

Language

Filenarne Encoding: | English v

>  System Administration
Enter the name of the NAS. The server name can be 14 characters long at
maximum, which supports alphabets, numbers, and hyphen (-). The server

does not accept names with space, period (.), or names in pure number.

Assign a port for the system management. The default port is 8080. The
services which use this port include: System Management, Web File Manager,

Multimedia Station, and Download Station.

> Date and Time
Set the date, time, and time zone according to your location. If the settings
are incorrect, the following problems may occur:
¢ When using a web browser to access the server or save a file, the display
time of the action will be incorrect.
e The time of event log displayed will be inconsistent with the actual time

when an action occurs.

19
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v" Synchronize with an Internet time server automatically
You can enable this option to update the date and time of the system
automatically with specified NTP (Network Time Protocol) server. Enter
the IP address or domain name of the NTP server, e.g. time.nist.gov,

time.windows.com. Then enter the time interval for adjusting the time.

Note: The first time you enable NTP server, it may take several minutes

for time synchronization before the time is correctly adjusted.

> Language

Select the language the NAS uses to display files and directories.

Note: All the files and directories on the NAS will be created using Unicode
encoding. If your FTP clients or the OS of your PC does not support Unicode,

e.g. Windows® 95/98/ME, select the language the same as your OS here in

order to view the files and directories on the server properly.

20
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3.1.2 Network

3.1.2.1 TCP/IP

Click to edit the network settings.

Network

| TP/ 1P ||DDNS|
IP Address
Interface DHCP IP Address Subnet Mask Gateway MAC Address Speed MTU Link Edit
Ethemet1 Mo 17217.21.123 255.256.2540  172.17.201 00:08:98:89:27:B1 1000Mbps 1500 @
Ethemet2  Yes 169.254.100.100 255.255.0.0 0.0.0.0 00:08:98:89:27:60 o @

Port Trunking

Fort Trunking pravides netwark load balancing and fault tolerance by combining two Ethernet interfaces into one to increase the bandwidth beyand the

limits of any one single interface atthe same time offers the redundancy for higher availahility when both interfaces are connected to the same switch
that supports 'Port Trunking'.

[~ Enahle Metwork Port Trunking

Selectthe porttrunking mode fram below. Please note that incompatible mode settings might cause the network interface to hang or affect the
averall performance. For more infarmation, please click here.

DNS Server:
Frimary DMNE Server. 172 17
Secondary DNS Server: o o ;3

21
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You can select one of the following two methods to configure the TCP/IP settings of
the NAS.
® Obtain IP address settings automatically via DHCP
If your network supports DHCP, the NAS will use DHCP protocol to retrieve the
IP address and related information automatically.
® Use static IP address
To use fixed IP address for network connection, enter fixed IP address, subnet

mask, and default gateway.

TCP/IP - Property I.E.I

Metwork Speed | Auto-negotiation hd |

&+ Ohtain IP address settings automatically via DHCP

 Use static IP address

Fixed IP Address: 172 17 Pid R
Subnet Mask: 285 255 294 |0
Default Gatewsay, 172 LT LPd i

[ Enable DHCP Server

StartIP Address: 172 17 Pl ;.00
End IP Address: 172 17 P =]
Lease Time: 1 ‘Day Hour

R e

22
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Enable DHCP Server

If no DHCP is available in the LAN where the NAS locates, you can enable this
function to enable the NAS as a DHCP server and allocate dynamic IP address to
DHCP clients in LAN.

You can set the range of IP addresses allocated by DHCP server and the lease time.
Lease time refers to time that IP address is leased to the clients by DHCP server.

When the time expires, the client has to acquire an IP address again.

For example, to establish a DLNA network, and share the multimedia files on the
NAS to DLNA digital media player via UPnP while there is no NAT gateway that
supports DHCP server, you can enable DHCP server of the NAS. The NAS will
allocate dynamic IP address to DMP or other clients automatically and set up a local

network.

Note: If there is an existing DHCP server in your LAN, do not enable this function.

Otherwise, there will be IP address allocation and network access errors.

Port Trunking
* Applicable to models with two LAN ports only.

Port Trunking provides network load balancing and fault tolerance by combining two
Ethernet interfaces into one to increase the bandwidth beyond the limits of any one
single interface at the same time offers the redundancy for higher availability when

both interfaces are connected to the same switch that supports 'Port Trunking'.

Field Description
Balance-rr The packets are transmitted in sequential order from
(Round-Robin) the first available slave to the last. This mode provides

load balancing and fault tolerance.

Active Backup Only one active slave is used to transmit packets. A
different slave becomes active if, and only if, the active
slave fails. The bond’s MAC address is externally
visible on only one port (network adapter) to avoid
confusing the switch. This mode provides fault

tolerance.

Balance XOR The packets are transmitted based on the hash policy.

23
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The default policy is a simple [(source MAC address
XOR’d with destination MAC address) modulo slave
count]. Alternate transmit policies may be selected via
the xmit_hash_policy option. This mode provides load

balancing and fault tolerance.

Broadcast

The packets are transmitted on all slave interfaces.

This mode provides fault tolerance.

IEEE 802.3ad

The Ethernet interfaces are aggregated in a group and
each slave shares the same speed. This mode provides
load balancing and fault tolerance. Make sure the
switch supports IEEE 802.3ad standard and the correct
LACP mode is configured.

Balance-tlb (Adaptive

Transmit Load Balancing)

Channel bonding that does not require any special
switch support. The outgoing traffic is distributed
according to the current load (computed relative to the
speed) on each slave. Incoming traffic is received by
the current slave. If the receiving slave fails, another
slave takes over the MAC address of the failed receiving
slave. This mode provides load balancing and fault

tolerance.

Balance-alb (Adaptive

Load Balancing)

Include balance-tlb plus receive load balancing (rlb) for
IPV4 traffic, and does not require any special switch
support. The receive load balancing is achieved by ARP
negotiation. The receive load balancing is achieved by
ARP Replies sent by the local system on their way out
and overwrites the source hardware address with the
unique hardware address of one of the slaves in the
bond such that different peers use different hardware
address for the server. This mode provides load

balancing and fault tolerance.

24
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DNS Server

* Primary DNS Server: Enter the IP address of primary DNS server that provides
DNS service for the NAS in external network.

» Secondary DNS Server: Enter the IP address of secondary DNS server that
provides DNS service for the NAS in external network.

Note:

1. Please contact your ISP or network administrator for the IP address of primary
and secondary DNS servers. When the NAS plays the role as a terminal and
needs to perform independent connection, e.g. BT download, you must enter
at least one DNS server IP for proper URL connection. Otherwise, the function
may not work properly.

2. If you select to obtain IP address via DHCP, there is no need to configure the

primary and secondary DNS servers. You can enter “0.0.0.0” in the settings.

Jumbo Frame Settings (MTU)

"Jumbo Frames" refer to Ethernet frames that are larger than 1500 bytes. Itis
designed to enhance Ethernet networking throughput and reduce the CPU utilization

of large file transfers by enabling more efficient larger payloads per packet.

Maximum Transmission Unit (MTU) refers to the size (in bytes) of the largest packet

that a given layer of a communications protocol can transmit.

The NAS uses standard Ethernet frames: 1500 bytes by default. If your network
appliances support Jumbo Frame setting, select the appropriate MTU value for your
network environment. The NAS supports 4074, 7418, and 9000 bytes for MTU.

Note: Jumbo Frame setting is valid in Gigabit network environment only. Besides,
all network appliances connected must enable Jumbo Frame and use the same MTU

value.
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3.1.2.2 DDNS

DDNS

DDNS Service

After enahling DDMS Service, you can connect ta this server by domain name.
[w Enable Dynamic DMS Service

Select DDME server: wewewy, dynidns.com v

Enter the account infarmation you registered with the DDMNS provider

User Mame:
Fassword:
Host Mame:

[ Checkthe External IP Address Automatically
Current WAN 1P 219.8563.13

To set up a server on the Internet and enable users to access it easily, a fixed and
easy-to-remember host name is often required. However, if ISP provides only
dynamic IP address, the IP address of the server will change from time to time and

is difficult to recall. You can enable DDNS service to solve the problem.

After enabling DDNS service of the NAS, whenever the NAS restarts or the IP
address is changed, the NAS will notify the DDNS provider immediately to record the
new IP address. When the user tries to connect the NAS via the host name, DDNS
will transfer the recorded IP address to the user.

The NAS supports the DDNS providers: members.dyndns.org, update.ods.org,

members.dhs.org, www.dyns.cx, www.3322.0rg, www.no-ip.com.

For the information of setting up DDNS and port forwarding on the NAS, please refer

to the online tutorial: http://www.gnap.com/pro features.asp.
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3.1.3 Hardware

You can enable or disable the hardware functions of the NAS.

Hardware

Hardware

2
2
2
W

Enable configuration reset switch
Enahle hard disk standby mode (f no access within| 30 minutes | Status LED will be offy

Enahble light signal alertwhen the free size of disk is less than the value: 3072 MB

Enable alarm buzzer (beep sound for error and warning alerf)

Smart Fan Configuration

Fan Rotation Speed Settings:| Enable Smart Fan (recommended) |

& When ALL the following termperature readings are met the fan will rotate at low speed

-The system temperature is lower than 47°C{117°F).

-The CPU temperature is lower than 54°C(128°F)

-The hard drive temperature is lower than 48°C{118°F).

YWhen ARY the following ternperature readings are met the fan will rotate at high speed:
-The system temperature is higher than or equal to 53°C{1 27°F).

-The CPU temperature is higher than ar equal to 62" C:{144°F).

-The hard drive ternperature is higher than ar equal to 54°C{129°F).

Sel-defined temperature:

When the system temperature is lower than , stop fan rotation
When the systermn temperature is lower than , totate at low speed.
‘When the systemn temperature is higher than , rotate at high speed.

Enable configuration reset switch
You can press the reset button for 3 seconds to reset the administrator

password and system settings to default.

Enable hard disk standby mode

When this function is enabled, hard disk will go to standby mode if there is no
access within the specified period.

Enable light signal alert when the free size of SATA disk is less than the value:
The Status LED indicator flashes red and green when this function is enabled
and the free space of the SATA disk is less than the value. The range of the
value is 1-51200 MB.

Enable alarm buzzer
Enable this option. The system will sound when an error occurs.

Smart Fan configuration
(i) Enable smart fan (recommended)
Select to use the default smart fan settings or define the settings manually.

When the system default settings are selected, the fan rotation speed is
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automatically adjusted when the server temperature, CPU temperature,
and hard drive temperature meet the criteria. It is recommended to
enable this option.

Smart Fan Configuration

Fan Rotation Speed Settings:| Enable Smart Fan {recommended)

(= When ALL the following temperature readings are met the fan will rotate at low speed:

-The system temperature is lower than 47°C0117°F).

-The CPU temperature is lower than 94°C{1 29°F).

-The hard drive temperature is lower than 48°C(118%F).

When ARY the following temperature readings are met the fan will rotate at high speed:
-The systerm temperature is higher than or equal to 83°C0127°F).

-The CPU temperature is higher than aor equal to 62°C0144°F).

-The hard drive termperature is higherthan or equal to 54°C0125°F).

(~  Selfdefined temperature:

When the system temperature is lower than , stop fan rotation.
When the system temperature is lower than , rotate at low speed.
When the system temperature is higher than , totate at high speed.

(ii) Set fan rotation speed manually
By manually setting the fan rotation speed, the fan rotates at the defined

speed continuously.

Smart Fan Configuration

Fan Rotation Speed Settings:| Set fan rotation speed manually  »
(s Lowspeed
~ Medium speed

{~ High speed
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Enable redundant power supply on the web-based interface:

If you have two power supply units installed on the NAS, follow the steps below to

enable redundant power supply. Redundant power supply allows the NAS to

operate normally when the primary power supply unit fails or is removed

accidentally. The secondary (redundant) power supply unit will take over to supply

the entire system in such case.

1.
2.
3.

Login the Turbo NAS.

Go to "System Administration” > “Hardware”.

Enable redundant power supply mode*. When this function is enabled, the
system will start to record error messages about the power supply units in

“System Logs”.

* This function is disabled by default.

r7 Enable Redundant Pover Supply Mode

Hardware

Hardware

Enable configuration reset switch
Enable hiard disk standby mode (if no access within: 20 minutes % Status LED will be offy
Enable light signal alettwhen the free size of disk is less than the value: 3072 fl=]

Enable alarm buzzer (heep sound far error and warning alerf)

2008-07-24 181546 System 127.0.01 localhost First poweer supply failed or removed.
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3.1.4 Security

3.1.4.1 Security Level

Enter the IP address or network from which the connections to this server are
allowed or rejected. When the connection of a host server is denied, all protocols

of that server are not allowed to access the local server.

After changing the settings, click “"Apply” to save the changes. The network

services will be restarted and current connections to the server will be disconnected.

Security €
SECURITY LEVEL

Security Level

¢~ High = Allow connections from the list anly
¢ Medium = Deny connections fram the list
¢ Low = Allow all connections

Enter the IP address or netwark from which the connections to this server will he allowed or rejected.

+[=]

Genre IP address or network domain Tirne left for IP blocking

Ma recards found.
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3.1.4.2

Network Access Protection

The network access protection enhances the security of the system and prevents

unwanted intrusion.

You can select to block the IP for a certain period of time or

forever if the IP fails to login the server from a particular connection method.

HETWORK ACCESS PROTECTION

Network Access Protection

¢ Enable netwirk access connection

v

< A T

<]
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S58H
Telnet:
HTTP(S):
FTF:
SAMBA:

AFP:

If | 10 minutes |+

In

In

10 minutes

10 minutes

10 minutes

10 minutes

10 minutes

v

v

v

, after unsuccessiul attempts for
, after unsuccessful atternpts for
, after unsuccessful atternpts for
, after unsuccessiul attempts for
, after unsuccessful atternpts for

, after unsuccessful attempts for

10 timeis)
10 tirneds)
10 timeds)
10 timeis)
10 tirneds)

10 timeds)
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3.1.4.3 Import SSL Secure Certificate

The Secure Socket Layer (SSL) is a protocol for encrypted communication between
web servers and browsers for secure data transfer. You can upload a secure
certificate issued by a trusted provider. After you have uploaded a secure
certificate, you can access the administration interface by SSL connection and there
will not be any alert or error message. The system supports X.509 certificate and
private key only.

| | | | | IMPORT 55L SECURE CERTIFICATE |

Import SSL Secure Certificate

You can upload a secure cedificate issued by a trusted provider After you have uploaded a secure cedificate successfully, you can access the
administration interface by S50 connection and there will not be any alert or error message.

Ifyou upload an incorrect secure ceddificate, you may not be able to login the server via S5L. To resalve the prablem, you can restare the secure
cerificate to default and access the systerm again.

Status: Default secure cerificate being used

Please enter a certificate in X.509PEM format below.

Please enter a certificate or private Key in X.509PEM format below.

(_caear | ( upLoap |
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3.1.5 Notification

Notification €
CONFIGURE StTP SERVER

Configure SMTP Server
SMTP Server: mail

Part Mumber: 25
Sender: tester
[~ Enable SMTP Authentication
User Mame:
Password:

I~ Use 85L/TLS secure connection

3.1.5.1 Configure SMTP Server

Configure the SMTP server for outgoing mails of this server. If your mail server
requires SMTP authentication, enter the user name and password for the mail

Server.

Configure SMTP Server
SMTP Server: mail

Port Number. 80
Sender: testar
[~ Enable SMTP Authentication
User Mame:
Passward:

= Use SSL/TLS secure connection
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3.1.5.2 Configure SMSC Server

You can configure the SMS server settings to send SMS messages from the NAS.
The default SMS service provider is Clickatell. You may also add your own SMS

service provider by selecting “"Add SMS Provider” on the drop down menu.

When you select “"Add SMS service provider”, you need to enter the name of the SMS
provider and the URL template text.

Note: You will not be able to receive the SMS properly if the URL template text

entered does not follow your SMS service provider’s standard.

Configure SMSC Server
You can configure the SMSC settings to send instant system alerts via the SMS service provided by the SMS provider.

SMS Service Provider | Clickatell | hitp:faww. clickatell.com

W Enable SSL Connection

S5L Port: 4473
SMS Server Login Name

SMS Server Login Password

SMS Server APL_ID
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3.1.5.3 Alert Notification

You can configure to receive instant SMS or email alert when a system error or
warning occurs. Enter the email address and mobile phone number to receive the
alerts. Make sure you have entered the correct SMTP server and the SMSC server
settings. If you do not want to receive any alerts, select "No alert” for both
settings.

For the online tutorial, please visit http://www.gnap.com/pro features.asp.

ALERT NOTIFICATION

Alert Notification
When a system event occurs, an alert email will be sent automatically.

Send system error alert by; | Mo alert b

Send system warning alert by | Mo alert

E-mail Notification

E-mail address 1:

E-mail address 2.

[ SEND TEST E-MAIL ]

Mote: The SMTF server must be configured first for alert mail delivery,

SMS Notification Settings

Country Code: &fgharistan (+23) hd
Cell PFhone Mo, 1: +93

Cell Phone Mo, 20 +93

[ SEND A TEST SMS MESSAGE ]

Mote: fou must configure the SMSC server to be able to send SMS notification properly.
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3.1.6 Power Management

This section enables you to restart or shut down the server immediately, define the
behavior of the server when the power resumes after a power outage, and set

schedule for automatic system power on/ off/ restart.

Wake on LAN*: Enable this option to power on the NAS remotely by Wake on LAN.
*This function is not supported by TS-110, TS-210, TS-119, TS-219, and TS-419
series. Please refer to the comparison table for more details:

http://www.gnap.com/images/products/comparison/Comparison NAS.html

You can select every day, weekdays, weekend, or any days of the week and set the
time for automatic system power on, power off, or restart. Weekdays stand for
Monday to Friday; weekend stands for Saturday and Sunday. Up to 15 schedules

can be set.
Restart/ Shutdown

Execute system restartl shutdomwn immediately.

[ RESTART ][ SHUTDOWN ]

Configure Wake on LAN

&= Enable

¢ Disable

when the AC power resumes:
* Resume the serverto the previous power-on or power-off status.
" Turn an the server automatically.

" The server should remain off.

Set power on/ power off/ restart schedule

[~ Enable schedule
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3.1.7 Network Recycle Bin

This function enables the files deleted on the shares of the NAS to be removed to

Network Recycle Bin to reserve the files temporarily. To enable this function, check
the box “Enable Network Recycle Bin” and click “"Apply”. The system will create a
network share “"Network Recycle Bin” automatically.

To delete all the files in network recycle bin, click "Empty Network Recycle Bin”.

Network Recycle Bin €

Network Recycle Bin

After enabling Metwork Recycle Bin, all the deleted files on the network folders of the MAS are moved to the "Metwork Recycle Bin" network
folder.

[~ Enahle Metwork Recycle Bin

Empty Network Recycle Bin

Click [EMPTY NETWORK RECYCLE BIN] to delete all the files in network recycle bin.

[ EMPTY NETWORK RECYCLE BIN

P NAS Server (10.8.12.133)

File  Edit Wiew Fawvorites Tools  Help E"
@ Back - .\_:,1 l@ p Search H ' Falders v
: address | § W10.8.12.133 v B
Mame = Comments
Network Tasks ¥ |- iMetwork Recycls Bin 1 | System default share
L Public System default share
Other Places L download Systemn default share
Ly Qmultimedia Syskem default share
Detail Q‘ Qush Systerm default share
eLars L Qweb Syskem default share
< | *
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3.1.8 Backup/ Restore Settings

. To backup all the settings, including the user accounts, server name and
network configuration etc., click "Backup” and select to open or save the
setting file.

. To restore all the settings, click “"Browse” to select a previously saved setting
file and click “Restore”.

Backup/Restore Settings e

Backup System Settings

To hackup all settings, including user accounts, server name and netwark configuration ete., click [BACKUP] and select to open of save
the setting file.
BACKUP

Restore System Settings

Torestore all settings, click [Browse..] to select a previously saved setting file and click [RESTORE] to confirm.

Browse...

RESTORE
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3.1.9 System Logs

3.1.9.1 System Event Logs

The NAS can store 10,000 recent event logs, including warning, error, and
information messages. In case of system malfunction, event logs can be retrieved

to analyze system problems.

Tip: You can right click a log and delete the record.

System Logs e

| SYSTEM EVENT LOGS || [] I |

Al events W [0 Clear J[ '] SaveJ

2008-05-15 | 16:05: Delete this recard | localhost [mieb Server] started successfully.
@ 2009-08-18 | 111816 | System T2 localhost [Single Disk Wolume: Drive 1] Recovering journal.
@ 2009-05-18 | 11:18:08 | System 127.001 localhost System started.
@ 2009-05-14 | 18:35:01 | Systern 127.0.01 localhost Systern was shut down on Thu May 14 18:35:01 CST 2009,
@ 2009-05-14 | 18:08:43 | System 127.0.01 Disabled iTunes password; iTunes service still in use.
@ 2009-05-14 | 16:4912 | Systern 108107 Copy out: Backup configuration was change to [Do not hackup].
@ 2009-05-13 | 09:50:44 | Systemn 127.0.01 localhost Systemn stared.
@ 2009-05-12 | 20:02:02 | Systern 127.0.01 localhost Systern was shut down on Tue May 12 20:02:02 CST 2009,
@ 2009-05-12 | 16:57:53 | System 127.0.01 localhost [Singla Disk Walume: Drive 1] Recovering journal.
@ 2009-05-12 | 16:47:45 | Systern 127.0.01 localhost Systern started.

There are 22 events. Displays records per page.
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3.1.9.2 System Connection Logs

The system supports logging HTTP, FTP, Telnet, SSH, AFP, NFS, SAMBA, and iSCSI
connections. Click “"Options” to select the connection type to be logged.
The file transfer performance can be slightly affected by enabling the event logging.

Tip: You can right click the log on the list of connection logs and select to delete the
record or add the IP to banned list and select how long the IP should be banned.

| || sYSTEM CONNECTION LOGS || I |

Al events W [0 Options J[o Skop logging J[ € Clear J[ 5] Save_]

2009-06-08 16:35.06 ATads Login OK
De\ete this record

There is 1 event. D|Sp|ays 10 % Addtothe block list

Archive logs: Enable this option to archive the connection logs. The system
generates a csv file automatically and saves it to a specified folder when the number

of logs reaches the upper limit.

Connection Type

Selectthe connection type to be logged.
¥ HTTP ¥ FTFP ¥ Telnet ¥ g5H
[~ AFP v samBs [~ iscel

[~ Whenthe number of logs reaches 10,000, archive the connection logs and save the file in
the folder:

Qdownload
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3.1.9.3 On-line Users

The information of the on-line users accessing the system via networking services
is shown in this page.

Tip: You can right click a log and select to disconnect the IP connection and/or add
the IP to the block list.

ON-LINE USERS

Type Login date Login time Users Source IP Computer name Connection type Accessed resourc
@ 2009-08-08 16:26:06 admin 10.8.10122 HTTF Administration
@ 2009-06-08 A AE N edani AT 4T 044 —_— S5H
Disconnect this connection
There are 2 events. Add to the block list

Disconnect this connection and block the [P

3.1.9.4 Syslog

Syslog is a standard for forwarding log messages in an IP network. You can enable

this option to save the event logs and connection logs to a remote syslog server.

SYSLOG
Syslog Settings
v Enahble syslog

ou can enable this option to save the event logs and connection logs to a remote syslog server.

Syslog Server
IP:

LDP Fort: 514

Selectthe logs to recard

W System Event Logs

™ System Connection Logs (You must enable system connection logs ta use this option)
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3.1.10 Firmware Update

Firmware Update €

Firmware Update
Current firmware version:3.1.0 Build 0608T
Before updating system firmware, please make sure the product model and firmware version are carrect. Follow the steps below to update firmware:

1. Download the release notes ofthe same version as the firmware fram QMNAP website hitp:iwww.gnap.com! Read the release notes
carefully to make sure you need to update the firmware.

2. Before updating system firmweare, back up all disk data on the server to avoid any potential data loss during system update.

3. Click the [Browse...] button to select the correct firmware image for system update. Click the [UPDATE SYSTEM] hutton to update the
firmwvare.

Browse...

Mote: Systern update may take tens of seconds to several minutes to complete depending on the network connection status, please wait patiently, The
systerm will infarm you when system update is completed.

UPDATE SYSTEM

Note: If the system is running properly, you do not need to update the firmware.

Before updating the system firmware, make sure the product model and firmware

version are correct. Follow the steps below to update firmware:

Step 1: Download the release notes of the same version as the firmware from QNAP

website http://www.gnap.com. Read the release notes carefully to make sure you

need to upgrade the firmware.

Step 2: Before upgrading system firmware, back up all disk data on the server to

avoid any potential data loss during system update.

Step 3: Click "Browse” to select the correct firmware image for system update.

Click “Update System” to update the firmware.

The system update may take tens of seconds to several minutes to complete
depending on the network connection status. Please wait patiently. The system

will inform you when system update is completed.
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http://www.qnap.com/

Update the system firmware by Finder

You can update the system firmware by QNAP Finder. Select a NAS model and click

“Update Firmware” from the Tools menu.

Servers Conneck  Settings Help

MMap Metwark Drive

Restart Server

Shut dowan Server

Rermate Wake Up (wake On LAN)
Search Mebwork, Camera

Update Firmmware
Marme I et Type | MAC Address |
5L 1 ] 00-E0-4C-T7-11-Af
MYRACHT 29 1 201 00-08-9B8-AC-97-10
MNASHP1015 1 ] 00-08-9B-60-24-FB
MNASACBERD 1 409 00-08-9B-AC-8E-60
MNASACESCEH 1 409 00-08-9B-AC-68-CEH
TUG IU.af = =-119 49B-§
MNACHBETBEDFY 10.8.10.281 1.1.0-1110 MAC-300 00-08-9B-67-BD-F4
IT-TS201 10810100 250 TS-201 00-08-9B-8A-73-A1
IT-809 181017 21.1(0123T; TS-809 00-08-9B-8C-99-47

Cannect Caonfigure Details Refresh Exit

Login as the administrator.

Login Administrator [NASBC3E6F] X

Administrator Name |admin

Administrator Password

|

] Cancel
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Browse and select the firmware for the NAS. Click “Start” to update the system.

Update Firmware

Select the system firmware to be installed or updated to the system hard disk.

Path of systemn firrmware image file:

ChADocuments and SettingS\Administratnr\Desktup\TS-119_20090313-2.1.4.ij Browse. .. |
Firrrweare Model: TS-119, Yersion: 2.1.4.

Server Marne Model Mame | Wersion MAC Address Pro... | Status
MNASECIERF TS-119 2.1.3(0305T) 00-08-59B-3C-3E-BF
< >

v Update all the servers with the same model number within the netwark

Start Cancel

Note: You can use the Finder to update all the servers of the same model on the

same local network. Make sure you have administrator access to all the servers
you want to update.
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3.1.11 Restore to Factory Default

To reset all settings to default, click "RESET".

Caution: When you press “"RESET"” on this page, all the drive data, user accounts,
network shares, and system settings are cleared and restored to default. Please

make sure you have backed up all the important data and system settings before
resetting the NAS.

Restore to Factory Default

Restore to Factory Default
To reset all settings to default, click [RESET].

Caution: vWwhen you press [RESET] on this page, all drive data, user accounts, network shares and system settings are cleared and restored to default

Please make sure you have backed up all the important data and system settings before resetting the MNas.
RESET

45

©Copyright 2009. QNAP Systems, Inc. All Rights Reserved.




3.2 Disk Management

3

Disk Management

Yolume Management RAID Management HDD SMART Encrypted File System

iSCSI

Virtual Disk

.2.1 Volume Management

This page shows the model, size, and current status of the disk on the NAS. You

can format and check disk, and scan bad blocks on the disk. When the disk is

formatted, the NAS will create the following default share folders:

v

AN N N N

©

Public: Network share for file sharing

Qdownload: Network share for Download Station
Qmultimedia: Network share for Multimedia Station

Qusb: Network share for data copy function via USB ports
Qweb: Network share for Web Server

Qrecordings: the default network share of Surveillance Station
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Volume Management e

. Single Disk Volume RAID 1 Mirroring Disk 7 =) RAID O Striping Disk Volume
= Create single disk volume(s). Q& Volume Create one striping disk volurne.
Create mirraring disk valumeds).

Linear Disk Yolume =Xz)  RAID 5 Disk Volume RAID 6 Disk Volume
Create one linear disk volume. Combine 3 ormore disks to Combine 4 or more disks to
create a disk volume with data create 2 disk volume with data

protection {1 disk crash is protection (2 dizk crash is
allowed), allowed),

Current Disk Volume Configuration: Physical Disks

Disk Model Capacity Status gggf"’c"s m‘:%ﬁm
Drive 1 Hitachi HDEY 2101 0KLA330 GRAD 931.41 GB Ready GOOD
Drrive 2 = = Mo Disk SCAN NOW S
Drive 3 Seagate STI1G0812AS Z0AA 149.05 GB Ready GOOD
Drive 4 Hitachi HDS7 2101 0KLAIZ0 GRAC 931.51 GB Ready GOOD
Drive & -- - Mo Disk SCAN HOW =
Current Disk Volume Configuration: Logical Yolumes
Yolume File System Total Size Free Size Status
Single Disk: Drive 1 ExT4 91542 GB 91523 GB Rgady:

Disk Configuration Applied NAS Models

Single disk volume All models

RAID 1, JBOD (just a bunch of disks) 2-bay models or above

RAID 5, RAID 6, RAID 5+hot spare, 4-bay models or above

RAID 6+hot spare 5-bay models or above

) Single Disk Volume
Each disk will be used as a standalone disk. However, if a disk is damaged,

all data will be lost.

) RAID 1 Mirroring Disk Volume
RAID 1 (mirroring disk) protects your data by automatically backing up the
contents of one drive onto the second drive of a mirrored pair. This protects
your data if one of the drives fails. Unfortunately, the storing capacity is equal
to a single drive, as the second drive is used to automatically back up the first.
Mirroring Disk is suitable for personal or corporate use to store important
data.

° RAID O Striping Disk Volume
RAID 0 (striping disk) combines 2 or more drives into one larger disk. It offers
the fastest disk access but it does not have any protection of your data if the
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striped array fails. The disk capacity equals the number of drives in the array
times the size of the smallest drive. Striping disk is usually used to maximize

your disk capacity or for fast disk access but not for storing important data.

) Linear Disk Volume (JBOD)
You can combine two or more disks into one larger disk. During file saving,
the file will be saved on physical disks sequentially but does not have a disk
failure file protection function. The overall capacity of linear disk is the sum
of all disks. Linear disk is generally used for storing large data and is not

appropriate to use for file protection of sensitive data.

e RAID 5 Disk Volume
RAID 5 disk volume is ideal for organizations running databases and other
transaction-based applications that require storage efficiency and data
protection.
To create a RAID 5 disk volume, a minimum of 3 hard disks are required. The
total capacity of RAID 5 disk volume = the size of the smallest capacity disk in
the array x (no. of hard disk — 1). It's recommended that you use the same
brand and same capacity hard drive to establish the most efficient hard drive
capacity.

Additionally, if your system contains four disk drives, three of them can be used
to implement RAID 5 data disks and the fourth drive can be used as a spare disk.
When a physical disk failure occurs, the system will automatically rebuild the

data with the spare disk.

RAID 5 can survive 1 disk failure and system can still operate properly. When
a disk fails in RAID 5, the disk volume will be in “degraded mode”. There is no
more data protection at this stage. If one more disk fails, all the data will be
crashed. Therefore, you must replace a new disk immediately. You can install
a new disk after turning off the server or hot swap the new disk when the server
is on. The status of the disk volume will become “rebuilding” after installing a
new disk. When rebuilding completes, your disk volume resumes to normal

status.

Note: To install a disk when the server is on, make sure the disk volume is in
“degraded” mode. Or wait for two long beeps after the disk crash, then insert

the new disk.
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e RAID 6 Disk Volume
RAID 6 disk volume is ideal for important data protection.
To create a RAID 6 disk volume, a minimum of 4 hard disks are required. The
total capacity of RAID 6 disk volume = the size of the smallest capacity disk in
the array x (no. of hard disk-2). It's recommended that you use same brand
and same capacity hard drive to establish the most efficient hard drive capacity.

RAID 6 can survive 2 drives failure and system can still operate properly.

Note: To install a disk when the server is on, make sure the disk volume is in
“degraded” mode. Or wait for two long beeps after the disk crash, and then

insert the new disk.

e RAID 5, RAID 6 Read-only Mode
The drive configuration enters read-only mode in the following occasions:
- 2 drives are damaged in RAID 5
- 3 drives are damaged in RAID 6
The drives in the above configurations are read-only. It is recommended to

re-create new drive configuration in such case.
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3.2.2 RAID Management

* This function does not apply to one-bay model, and TS-210.

You can perform RAID capacity expansion (RAID 1/ 5/ 6), RAID level migration
(single disk/ RAID 1/ RAID 5), or configure spare drive (RAID 5/ 6) with the data
retained on this page.

Bitmap improves the time for RAID rebuilding after a crash, or removing or
re-adding a member drive of the RAID configuration. If an array has a bitmap, the
member drive can be removed and re-added and only blocks changes since the

removal (as recorded in the bitmap) will be re-synchronized.

Note: Bitmap support is only available for RAID 1, 5, and 6.

RAID Recovery#: When the NAS is configured as RAID 5 (or RAID 6) and 2 (or 3)
hard drives are uplugged from the server accidentally, you can plug in the same
hard drives into the same drive slots and click "Recover” to recover the volume
status from “Not active” to "Degraded mode”.

If the disk volume is configured as RAID 0 or JBOD and one or more of the drive
members are disconnected, you can use this function to recover the volume status
from “Not active” to "normal”. The disk volume can be used normally after

successful recovery.

Note: If the disconnected drive member is damaged, the RAID recovery function
will not work.

# RAID recovery is not supported by one-bay models and TS-210.

50

©Copyright 2009. QNAP Systems, Inc. All Rights Reserved.




RAID Management e

This function enables capacity expansion, RAID configuration migration or spare drive configuration with the original drive data reserved.
Mote: Make sure you have read the instructions carefully and you fully understand the correct aperation procedure befare using this function.

Current Disk Yolume Configuration

Volume Total Size Bitmap Status Description
¢ Single Disk: Drive 1 9154268 - Ready® Tl GREEEEY) R G CEelE:
- Migrate
. A (B o | The operation(s) you can execute:
 Single Disk: Drive 3 145.24 GH - Ready s X
- Migrate
 Single Disk: Drive 4 - - Unrmounted Q Mo operation can be executed for this drive configuration.
EXPAND CAPACITY ADD HARD DRIVE MIGRATE CONFIGURE SPARE DRIVE BITMAP RECOVER

For detailed instructions, please click here.

For the online tutorial, please visit http://www.gnap.com/pro features.asp.
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3.2.3 HDD SMART

This page enables users to monitor hard drive health, temperature, and usage
status by the hard disk S.M.A.R.T. mechanism.

Select the hard drive and you can view the following information by clicking the

corresponding buttons.

Field Description

Summary Displays the hard drive smart summary and the latest test
result.

Hard disk Displays the hard drive details, e.g., model, serial number, drive

information capacity, etc.

SMART Displays the hard drive SMART. Any items that the values are

information lower than the threshold are regarded as abnormal.

Test To perform quick or complete hard drive SMART test and display
the results.

Settings To configure temperature alarm. When the hard drive
temperature is over the preset values, the system records error
logs.

You can also configure quick and complete test schedule. The
latest test result is shown in the Summary page.

HDD SMART e

Manitar hard disk health, temperature, and usage status by the hard disk S MAR.T. mechanism.

Select hard digk |Disk 1 %

SUMMARY
Summary
Good Hard disk model Western Digital Caviar Green family
Mo errors were detectsd on the Drive capacity 465.76 GB
hard disk. Your hard disk should be Hard drive health Good

operating properly,

©Copyright 2009.

Hard drive temperature 35 |of +

Test time
Test result Mot tested
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3.2.4 Encrypted File System

*This function is not supported by TS-110, TS-210, TS-119, TS-219, and TS-419
series.

You can manage the encrypted disk volumes on the NAS on this page. Each

encrypted disk volume is locked by a particular key. The encrypted volume can be

unlocked by the following methods:

- Encryption Password: Enter the encryption password to unlock the disk volume.
The default password is “admin”.

- Encryption Key File: You can upload the encryption file to the server to unlock
the disk volume. The key can be downloaded from “Encryption Key
Management” page after you have unlocked the disk volume successfully.

Encryption Key Management

Yolume Total Size Status Action
Single Disk: Drive 1 91542 GB Unlocked [ ENCRYPTION KEY MANAGEMENT ]
Single Disk: Drive 3 14524 GB Unlocked [ ENCRYPTION KEY MANAGEMENT ]

|Input Encryplion Password V|

E[Open]

Single Disk: Drive 4 -- Locked
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3.2.5 iSCsI

The NAS supports built-in ISCSI service. To use this function, follow the steps

below:

1. Install an iSCSI initiator on your computer (Windows PC, Mac, or Linux).

2. Enable iSCSI Target Service on the NAS and create a new iSCSI target.
3. Run the iSCSI initiator and connect to the iSCSI target (NAS).
4. After successful logon, format the iSCSI target (disk volume).

You can start to

use the disk volume on the NAS as a virtual drive on your computer.

Note: The NAS supports 8 iSCSI devices at maximum.

For the online tutorial, please refer to http://www.gnap.com/pro features.asp.

iSCSI Target
| 15CSI TARGET ||

iSCSI Target

[ EnableiScsl Target Senice

iSCSI Senvice Port 3

[~ EnableiSNgs

i8NS Server [P:

| | | ISCSI TARGET LIST

iSCSI Target List

42 Create New iSCSI Target

. 2004-04 . com.gnapTS-60905CE1 test BY27B1 1.00 8

Dffline
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3.2.6 Virtual Disk

You can use this function to add the iSCSI targets of other QNAP NAS or storage
servers to the NAS as the virtual disks for storage capacity expansion.

virtual Disk e
e e e e 2 e
Mo virtual disk available.
[QDalete ]

To add a virtual disk to the NAS, make sure an iSCSI target has been created. Click
“Add Virtual Disk”.

[ & add virtual Disk |

T S R Y I -1-=Y -

Mo virtual disk available
I & Delete ]
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Enter the target server IP and port number (default: 3260). Click "Get Remote
Disk”. If authentication is required, enter the user name and password. Then,

click “Apply”.

Add Virtual Disk

Add Virtual Disk

Target Server IP; A0 & 10 .39 port 3260

[ GET REMOTE DISK ]

Remote Disk Device ey ———= e oy yy=r=e )

[T authentication
User Marmne:

Password:

CANCEL

Click to format the virtual disk.

| virtualDiskt Unknown 508 OMB Unmounted (5]

i & Delete I

When the status of the virtual disk is "Ready”, you can start to use the virtual disk
as a disk volume of the NAS. The NAS supports maximum 8 virtual disks.
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3.3 Access Right Management

The files on the NAS can be shared among multiple users. For easier management

and better control of users’ access right, you have to organize users, user groups

and their access right control.

Access Right Management

& & o e

Users User Groups Share Folders Quota

3.3.1 Users

The system has created the following users by default:

. admin
By default, the administrator “"admin” has access to system administration and
cannot be deleted.

* guest
This is a built-in user and will not be displayed on User Management page. A
guest does not belong to any user group. The login password for guest is
guest.

* anonymous
This is a built-in user and will not be displayed on User Management page.
When you connect to the server by FTP service, you can use this name to login

as a guest.
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2048 users can be created at maximum (including system default users). You
can create a new user according to your needs. The following information is

required to create a new user:

v User name
The user name must not exceed 32 characters. It is case-insensitive and
supports double-byte characters, such as Chinese, Japanese, and Korean

except:

"/NT L=, x 2 < >

v' Password
The password is case-sensitive and can be 16 characters long at maximum.

It is recommended to use a password of at least 6 characters.

Users a

Local Users L Create A New User || € Create Multiple Users

[ | || User Name

Quota Action

|‘@ Delete | Total: 1 | Display [10 |+ | entries per page. 4 4 O R |

I~ | admin
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3.3.2 User Groups

User group is a collection of users with the same access right to files or folders. The
NAS has created the following user groups by default:
. administrators
All members in this group have administration right. You cannot delete this
group.
* everyone

All registered users belong to everyone group. You cannot delete this group.

256 groups can be created at maximum. A group name must not exceed 256
characters. It is case-insensitive and supports double-byte characters, such as

Chinese, Japanese, and Korean, except the following ones:

"/ \NTL T =, + *2 < >0
User Groups ?
Local Groups (% o Create a User Group
[ | | Group Name Action
™| administrators @
[~ | everyone @
| @ Delete | Total: 2 | Display [10 | entries per page. 4 4 11 b M
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3.3.3 Share Folders

The primary purpose of network storage is file sharing. You can create different
network share folders for various types of files, and provide different file access
rights to users or user groups.

256 network shares can be created at maximum.

Share Folders E

[O Mew Share Foldar [O Restore default netwark shares ]

u———i—d-i—d——

[™ | Metwork Recycle Bin 1 ..@.
™ | Public 56 MB 33 538 Mo (&)@
I~ | adownload 8 KB 3 1 No EBEE)
I~ | amuttimedia 90 MB 23 114 Mo EEEE)
I | arecordings 151 GB 1208 13773 Mo (&) [@)w)R)
r | ousb 4KB 0 0 No EBIEE)
r | awes 28 MB 501 5685 Mo (&)@

[@Delete ] Tatal: ¥ | Display entries per page.

R
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3.3.4 Quota

To allocate disk volume efficiently, you can specify the quota that can be used by
each user. When this function is enabled and a user has reached his/her disk quota,
he/she cannot upload data to the server anymore. By default, no limitations are
set for users. You can modify the following two options:

v Enable quota for all users

v Quota size on each disk volume
Quota e

Ouota
v Enable gquota for all users
Quota size on the disk 100 MB

Mote: Individual user quota size can be changed in Users - Quota Settings| Users]

(appy | [ shHowquotas |
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3.4 Network Services

Home == Network Services Welcome admin | Logout Ent

Network Services

' g ! !‘;
adka - mﬂ

Microsoft Networking Apple Hetworking NFS Service FTP Service Telnet / S5H
e B
] ]
e e
SHMP Settings Web Server Hetwork Service
Discovery

3.4.1 Microsoft Networking

Microsoft Networking €

Microsoft Networking

[¥ Enable file service far Microsoft netwarking
f+ Standalone Server

¢ AD Domain Member

Senver Description: MAS Server

Waorkgroup: HAS

AD Server Mame:

Camain Mame:

Domain Usermame:

Password:

[~ EnableWiNS server

[~ Usethe specified WINS server

WING server IF address:

= Daomain Master

Enable file service for Microsoft networking: If you are using Microsoft®
Windows®, enable this service to access the files on network share folders. Assign

a workgroup name.

v"  Standalone Server
Use local users for user authentication.
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v AD Domain Member
The NAS supports Windows 2003 AD (Active Directory) to provide quick and
direct import of user accounts to the existing AD server available in your
network. This function helps you to save time and effort on creating user
accounts and passwords and lowers IT maintenance cost by automatic

configuration procedure.

»  Server Description
Describe the NAS for users to identify the server. To use the NAS on the
Microsoft Windows OS, you must enable Microsoft Network Services.

>  Workgroup
Specify the workgroup the NAS belongs to. The workgroup is a computer
group unit in Microsoft Windows network for network sharing.

»  AD Server Name
Enter the name of the AD server when AD domain is selected for
authentication.

» Domain Name
The name of Microsoft domain. When you select AD domain, you must

enter the domain name, the login user name, and the password.

v" WINS server
If the local network has a WINS server installed, specify the IP address. The
NAS will automatically register its name and IP address with WINS service. If
you have a WINS server in your network and want to use this server, enter the
WINS server IP.

v"  Domain Master
There is a unique Domain Master Browser for collecting and recording resources
and services available for each PC in the network or workgroup of Windows.
When you find the waiting time for accessing Network Neighborhood too long,
it may be caused by failure of an existing master browser, or there is no master
browser in the network. If there is no master browser in your network, you can
check the box Domain Master in this section to configure the NAS as the master
browser to enhance the speed of accessing information on Network
Neighborhood.
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3.4.2 Apple Networking

To access the NAS from Mac, enable AppleTalk Apple Filling Protocol network

support.

If your AppleTalk network uses extended networks, and is assigned with multiple
zones, assign a zone name to the NAS. If you do not want to assign a network zone,
enter an asterisk (*) to use the default setting. This setting is disabled by default.

Apple Networking €

Apple Networking
[~ Enable Apple Filing Protocol

Zone:

3.4.3 NFS Service

To access the NAS from Linux, enable NFS service. For the information of

connecting to the NAS via NFS on Linux, please refer to Chapter 11.

NFS Service €

NFS Service
[~ Enable MFS Service

ou can setthe allowed domain name and the access authority in Share Folder Management.
Click here to setthe MFE access right of the network share.
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3.4.4 FTP Service

When you enable FTP service, you can define the port number for the service and
maximum number of users connected to the FTP at the same time.

FTP Service

General
[ Enahle FTF Serice
Pratocol Type: M FTP (standard)

[~ FTP with SSLITLS (Explicity
Fart Mumhber: =3

Unicode Suppart ¢ yag & Mo

Enable Anorymous: & yag & pg

Mote: Ifyour FTP client does not support Unicode, please select"Mo” for Unicode Support and select 3 supported filename encoding fram
[Filename Encoding] under [System Settings] so that the folders and files on FTP can be properly shown.

Connection
Maxirnurn Murnber of all FTP connections: an

Maximum Mumber of Connections For a Single Account: 40

[~ Enahble FTP transfer limitation

Maximum upload rate (KBis): KBis
Maximum download rate (KBrs): KBis
Advanced

Passive FTP PoartRange: @ Usethe default port range{55536 - 565549)

"  Define port range:

v"  Select Protocol Type
Select to use standard FTP connection or SSL/TLS encrypted FTP. Select the

corresponding protocol type in your client FTP software to ensure successful
connection.

v" Unicode Support
Select to enable or disable Unicode Support. The default setting is No. Since
most FTP clients do not support Unicode currently, it is recommended that you
disable Unicode support here and select the language the same as your OS in
“General Settings” > “Language” page so that the folders and files on FTP can
be properly shown. If your FTP client supports Unicode, make sure you have
enabled Unicode support for both your client and the NAS.
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v. Anonymous Login
You can enable anonymous login to allow users to access the FTP server of the
NAS anonymously. The users can access the folders and files which are
opened for public access. If this option is disabled, users must enter an
authorized user name and password to access the server.

v Passive FTP Port Range
You can use the default port range (55536-56559) or define a port range larger
than 1023. When using this function, please make sure you have opened the
configured port range on your router or firewall.

v FTP Transfer Limitation
You can configure the maximum number of all FTP connections, maximum
connections of a single account and the maximum upload/ download rates of
a single connection.

v Respond with external IP address for passive FTP connection request
When passive FTP connection is in use and the FTP server is configured under
a router, if the remote computer cannot connect to the FTP server via WAN, you
can enable this function. By enabling this function, the FTP service replies the
manually specified IP address or automatically detects the external IP address

so that the remote computer can connect to the FTP server successfully.
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3.4.5 Telnet/SSH

After enabling this option, you can access this server via Telnet or SSH encrypted
connection (only the account “"admin” can login remotely). You can use certain
Telnet or SSH connection clients for connection, e.g. putty. Please make sure you
have opened the configured ports on your router or firewall when using this

function.

Telnet / SSH €

Telnet / SSH

After enabling this option, you can access this serverwia Telnet or 85H connection. (COnly the account admin can login remaotely)

[~ Allow Telnet connection

Port Mumber:

W Allow SSH connection

Paort Mumber, 22
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3.4.6 SNMP Settings

You can enable SNMP (Simple Network Management Protocol) service on the NAS

and enter the trap address of the SNMP management stations (SNMP manager), e.g.

PC with SNMP software installed. When an event, warning, or error occurs on the
NAS, the NAS (as an SNMP agent) reports the real-time alert to the SNMP

management stations.

The fields are described as below:

Field

Description

Community

An SNMP community string is a text string that acts as a
password. Itis used to authenticate messages that are sent
between the management station and the NAS. The
community string is included in every packet that is
transmitted between the SNMP manager and the SNMP

agent.

Send Event

Select the type of events to be reported to the SNMP
manager. You can find the detailed logs on the “"System

Logs” page.

Trap Address

The IP address of the SNMP manager. You can enter up to

3 trap addresses.

SNMP MIB
(Management

Information Base)

The MIB is a type of database in ASCII text format used to
manage the NAS in the SNMP network. The SNMP manager
uses the MIB to determine the values or understand the
messages sent from the agent (NAS) within the network.
You can download the MIB and view it with any word

processor or text editor.
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SNMP Settings

SMMP

After enabling this service, the MNAS will be ahle to report information via SNMP to the managing systems.

[~ Enable SMNMP Service
Port Mumber:
Camtmunity:
Send Event: ¥ Infarmation I aming [ Eror
Trap Address 1:
Trap Address 2:

Trap Address 3:

SNMP MIB

Toinstall the MIB to vour managing systems, click [Download] .

DOWNLOAD
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3.4.7 Web Server

You can publish your own server by enabling Web Server function of the NAS.
Enter the port number for web server service, the default number is 80. For further

information, please refer to Chapter 6.

Web Server a8

Web Server

After enabling this function, you can upload the webpage files to "Qweh" network share to publish your wehsite.
v Enahleeb Server

Port Mumber: 20

register_globals: ¢ qp @ of

After enahling this service, click the following link to enter to Web Server.
hitp:if1 081012800

php.ini Maintenance

[~ phpini Maintenance

The file phpini is the system configuration file of Yeh Server. After enabling this function, you can edit, upload ar restore this file. ltis
recommended to use the system default setting.

Configure register_globals

Select to enable or disable register_globals. The setting is disabled by default.
When the web program asks to enable php register_globals, please enable this
option. However, for system security concerns, it is recommended to disable this
option.

php.ini Maintenance

Check the box “php.ini Maintenance” to select to upload, edit or restore php.ini.
. Edit: Edit the current php.ini file.

. Upload: Upload a new php.ini file to replace the current file.

. Restore: Restore the php.ini file to system default.

Note: To use PHP mail() function, you can go to “System Administration” >

“Notification” > “Configure SMTP Server” to configure the SMTP server settings.

70

©Copyright 2009. QNAP Systems, Inc. All Rights Reserved.




3.4.8 Network Service Discovery

3.4.8.1 UPNnP Discovery Service

When a device is added to the network, the UPnP discovery protocol allows the
device to advertise its services to the control points on the network.

By enabling the UPnP Discovery Service, the NAS can be discovered by any
operating systems that support UPnP.

Network Service Discovery €
UPHP DISCOVERY SERVICE

UPnP Discovery Service

After enabling this service, your NAS can be discovered by any operating systems that suppart UPRP.
[~ Enable UPnP Serice
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3.4.8.2 Bonjour

By broadcasting the network service(s) with Bonjour, your Mac will automatically
discover the network services (e.g. FTP) which are running on the NAS without the

need to enter the IP addresses or configure the DNS servers.

Note: You will have to activate each service (e.g. FTP) on its setup page, and then
enable the service on the Bonjour page, so that the NAS will advertise this service

with Bonjour.

Network Service Discovery €
BOMNJOUR

Bonjour

Before broadcasting the following services through Bonjour, please DO MOT forget to enable these services first.
[ Web Administration

Service Name: MNASSCDCES

W SAMBA (Server Message Block over TCPRIP)

Service Name: NASSCOCRS(SAMBA )

[~ AFP (Apple File Protocol over TCRIR)

Service Name:

— S&H

Service Name:

[~ FTP (File Transfer Protocaol)

Service MName:
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3.5 Applications

Home:> Applications Welcome admin | Logouk

Applications

Webh File Manager Multimedia Station Download Station Surveillance Station iTunes Service
% {m= &
UPnP Media Server MyS0L Server QPKG Plugins

3.5.1 Web File Manager

To access the NAS via the web browser, enable Web File Manager. If the NAS is
connected to the Internet and uses a valid IP address, you can access files on the
server by web browser from anywhere. For more information, please refer to
Chapter 8.

Web File Manager

Web File Manager

¥ Enable Web File Manager
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3.5.2 Multimedia Station

To share photos, music or video files on the NAS over the network, enable
Multimedia Station. For further information of Multimedia Station, iTunes service
and UPnP Media Server, please refer to Chapter 4.

Multimedia Station

Multimedia Station

M Enable Multimedia Station

¥ Show senice link on the login page

3.5.3 Download Station

The NAS supports PC-less BT, HTTP, and FTP download. To use download function
of the NAS, please enable Download Station. For further information, please refer
to Chapter 5.

Download Station

Download Station

M Enable Download Station

¥ Show service link on the lagin page.

Warning: Please be warned against illegal downloading of copyrighted
materials. The Download Station functionality is provided for downloading
authorized files only. Downloading or distribution of unauthorized
materials may result in severe civil and criminal penalty. Users are subject
to the restrictions of the copyright laws and should accept all the

consequences.
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3.5.4 Surveillance Station

The Surveillance Station enables you to monitor and record the live video of

maximum 2-4* network cameras available on the network (LAN or WAN).

*This function is applicable to some models only. Please refer to the comparison
table for more details:

http://www.gnap.com/images/products/comparison/Comparison NAS.html

Note: To use this feature on TS-x39/509/809 series, please update the system
firmware with the image file enclosed in the product CD or download the latest

system firmware.

Surveillance Station €

Surveillance Station

W Enable Sureillance Station

¥ Show service link on the login page

Click “Surveillance Station” on the top or on the login page of NAS to access the
Surveillance Station. If you login the service from the login page of the NAS, you
are required to enter the user name and password.

> =

1

Wieb File Manager Multimedia Station Lowunload Station Supreillance Station

SURVEILLANCE STATION
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http://www.qnap.com/images/products/comparison/Comparison_NAS.html

Note: The Surveillance Station is only supported on IE browser 6.0 or later.
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To set up your network surveillance system by NAS, follow the steps below:

Plan your home network topology

2. Set up the IP Cameras
3. Configure the camera settings on NAS
4. Configure your NAT router (for remote monitoring over the Internet)

1. Plan your home network topology
Write down your plan of the home network before starting to set up the surveillance
system. Consider the following when doing so:

i. The IP address of NAS

ii. The IP address of the cameras

Your computer, the NAS, and the IP cameras should be installed to the same router
in LAN. Assign fixed IP addresses to the NAS and the IP cameras. For example,
. The LAN IP of the home router: 192.168.1.100

* Camera 1 IP: 192.168.1.10 (fixed IP)

» Camera 2 IP: 192.168.1.20 (fixed IP)

. NAS IP: 192.168.1.60 (fixed IP)

e .
® #I . QNAP
Camera 1 J Camera 2 MAS

LAM IP:192.168.1.10 LAN IP:192.168.1.20 LAN IP:192.168.1.60
N, [ -

M "4
‘1-\. /.
G4 ¢

T Y, N
A A \
([ Internet . S
>~ v/
"mu ; PC

s /=" DSLiCable  NAT router

modem ) AN IP:192.168.1.100 LAN IP:192.168.1.32
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2. Set up the IP Cameras

In this example, two IP cameras will be installed. Connect the IP cameras to your

home network. Then set the IP address of the cameras so that they are in the same

LAN as the computer. Login the configuration page of the Camera 1 by IE browser.
Enter the IP address of the first camera as 192.168.1.10. The default gateway

should be set as the LAN IP of the router (192.168.1.100 in this example). Then

configure the IP address of the second camera as 192.168.1.20.

Some cameras provide a utility for IP configuration. You may refer to the user

manual of the cameras for further details.

* Please refer to www.gnap.com for the supported network camera list.
3. Configure the camera settings on NAS

Login the Surveillance Station by IE browser to configure the IP cameras. Go to
“Settings>Camera Settings” page. Enter the camera information, e.g. name,

model, and IP address.

Camera Name Brand 1P Address WAN IP Address
1 Camera |
2 Camera 2

Camera Number: 1: Camera 1 Vi
Camera Model: !Axis 205 Vi
Camera Name: ECamera 1 |
P Address: | |
O port Bo ]
S
WAN IP: (for monitoring from public network) | |

(If your IP camera is instzlled behind NAT router, you may input the public IP address (or URL) and the corresponding forwarded
port of the router.)

O port i

User Name : | |

Password : | |

Apply ] [ Remove

Note: All the camera configuration wil not take effect until you dick the "Apply" button.
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Click “Test” on the right to ensure the connection to the IP camera is successful.

If your camera supports audio recording, you may enable the option in “Recording
Settings” page. Click “Apply” to save the changes.

Camera Mumber: |2: Camera 2 V|
Video Compression: | Maotion JPEG V|
Resolution: | AWVGA, V|
Frame Rate: |2EI V|
Quality: | Maormal V|

Enable audio recording on this camera

Estimated Storage Space for Recording: 6760 GB

| Apply

Configure the settings of Camera 2 following the above steps.

After you have added the network cameras to NAS, go to the “Live View” page. The
first time you access this page by IE browser, you have to install the ActiveX control
in order to view the images of Camera 1 and Camera 2. You can start to use the

monitoring and recording functions of the Surveillance Station.
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To use other functions of the Surveillance Station such as motion detection

recording, schedule recording, and video playback, please refer to the online help.

Surveillancebon

Video Recol

Settings Live View Playback

‘Camera 1

[T

3.0.0({0326T)
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4. Configure your NAT router (for remote monitoring over the Internet)
To view the monitoring video and access the NAS remotely, you need to change the
network settings by forwarding different ports to the corresponding LAN IP on your

NAT router.

I"-r..: r'.
Camera 1 Camera 2

LANM IP:192.168.1.10 LAN IP:192.165.1.20 LAM IP:192.168.1.60
Fort: 31 Port: 82 Fort: 3000

COMAP
MAS

k. o
T T N //
| ) AP 4
ﬂ_ Internet . N
[\‘ }-F/ PC
“_s_ )~ DSLiCable  NAT router
MOdem LAN IP:192.168.1.100 LAN IP:192.168.1.32

Change the port settings of NAS and IP cameras

The default HTTP port of NAS is 8080. In this example, the portis changed to 8000.
Therefore, you have to access the NAS via http://NAS IP:8000 after applying
the settings.

Then login the network settings page of the IP cameras. Change the HTTP port of
Camera 1 from 80 to 81. Then change the port for Camera 2 from 80 to 82.
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Next, login Surveillance Station. Go to “Settings>Camera Settings”. Enter the

port numbers of Camera 1 and Camera 2 as 192.168.1.10 port 81 and
192.168.1.20 port 82 respectively. Enter the login hame and password for both

cameras.

Besides, enter the WAN IP address (or your domain address in public network, e.g.
MyNAS.dyndns.org) and the port on the WAN side for the connection from Internet.
After finishing the settings, click "Test" to ensure successful connection to the

cameras.
Camera Number: 1: Camera 1 v
Camera Model: IPUX ICS 10031013 v
Camera Name: Camera 1
IP Address: 192.168.1.10
Port 81
: .
WAN IP: (for monitoring from public network) myMNAS dyndns.org
(If your IP camera is installed behind MAT router, you may input the public IP address {or URL) and the corresponding forwarded
port of the router.)
Port 81
User Name : administrator
Password : LTIITT)
Apply ] [ Remave

Note: All the camera configuration will not take effect until you click the "Apply" button.

Go to the configuration page of your router and configure the port forwarding as
below:

. Forward Port 8000 to NAS LAN IP: 192.168.1.60

. Forward Port 81 to Camera 1's LAN IP: 192.168.1.10

. Forward Port 82 to Camera 2's LAN IP: 192.168.1.20

Note: When you change the port settings, make sure remote access is allowed.
For example, if you office network blocks port 8000, you will not be able to access
your NAS from the office.

After you have configured the port forwarding and router settings, you can start to

use the Surveillance Station for remote monitoring over the Internet.
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Access the snapshots and video recordings of Surveillance Station
All snapshots taken are saved in the "Snapshot" folder under My Documents in your

computer.

& Snapshot

File Edit “iew Faworites  Tools  Help ﬂ’

@Back - .\-) Lﬁ; pSEarch [E:‘ Folders v

: Address | C:iDocuments and Settingsiuseriiy Documentsis V| Go

File and Folder Tasks ¥
Other Places ¥

Mame = Size | Tvpe
amera 1 2008-05-30-17-05-12.ipg 66 KB ACDSee 9.0 JPEG L.,
Camera 2 2008-05-30-16-42-01.jpg 208 KB ACDSee 9.0 JPEG L.,

< i | >
272 KB i My Computer

The video recordings will be saved in \\NASIP\Qrecordings. Normal recordings are

saved in the folder “record_nvr” and alarm recordings are saved in the folder

“record_nvr_alarm” in the network share.

4 Orecordings on MAS Server (172.17.26.78)
File Edit ‘Wiew Fawaorites Tools  Help -#

eEack - -\) LE pSearch [EL' Folders v

Address | L \1172.17.26. 78\ Qrecordings

V|G|:|

File and Folder Tasks

oOther Places

Details

Qrecordings

iijj >
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3.5.5 iTunes Service

The mp3 files on Qmultimedia folder of the NAS can be shared to iTunes by enabling
this service. All the computers with iTunes installed on LAN are able to find, browse,

and play the music files on the NAS.

To use the iTunes service, make sure you have installed the iTunes program on your
computer. Enable this service. Then upload the music files to the Qmultimedia
folder of NAS.

iTunes Service €
GENERAL

iTunes Service
After iTunes service is enabled, all iTunes clients in the same subnet can play the music files in the "Gmultimedia” folder on the server.

¥ Enable iTunes Service
[ Passward required:
Flease select the label encoding of the music files. Select the correct encoding to display the lahel information correctly. Please select

English for noh-Asian lahguages.

Label encading: English v

Password required: To allow the users to access the data only by entering the

correct password, check this option and enter the password.

84

©Copyright 2009. QNAP Systems, Inc. All Rights Reserved.



Click “Smart Playlist” to enter the smart playlist page. You can define the playlist
rules to categorize the songs into different playlists. If there is no song that
matches the rules in the playlist, the iTunes client will not show the playlist. For
detailed operation, please refer to the online help.

iTunes Service 2
| ” SMART PLAYLIST |

Smart playlist - Add
Mame:Lisa Cno

Calburn Title v contains v Lisa Ono

| cance | [ appy |

When you open iTunes, it detects the NAS automatically. All the songs on the
Qmultimedia folder will be shown.

Fie Edit Controls View Store Advanced Help iTunes =OX

©Copyright 2009.

QNAP Systems, Inc.
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LIBRARY Name Time  Arkist Album Genre Rating
n Music & Winker Wonderland 2:59  Lisa Ono Boas Festas Jazz 'A
E Mavies @ Depais Do Natal 2:58  Lisa Ono Boas Festas Jazz
[ Let It Snow! Let Ik Snaw! Leb b 5., 3148 Lisa Ona Boas Festas Jazz
E TSl # Caroling Caroling 3156 LisaOno Boas Festas Jazz
@ Padcasts # Jingle Bell Rock 2120 LisaOno Einas Festas Jazz
m Radio @ White Christmas {Moite de MNatal) 3145 LisaOno Einas Festas Jazz
@ Paz Azul (Brahms Lullaby) 3:39 LisaOno Bioas Festas Jazz
STORE @ Ave Maria 3:56  Lisa Ono Boas Festas Jazz
= ® The Christmas Song 3141 Lisa Ono Boas Festas Jazz
SHARED ¥ Boas Festas 4144 Lisaono Boas Festas Jazz
» 5. NASACGHECH # Um Anjo Do Céu 525 LisaOno Boas Festas Jazz
# In the Wee Small Hours of the Mo... 437 LisaOno Boas Festas Jazz
VPLAYLISTS @ Silent: Night 1:01 Lisa Ono Boas Festas Jazz
@ Party shuffle @ 01 Beautiful Woman.mp3 0:07 Color yaur soul Other
@ 90's Music # 02 Salesman.mp3 344
(8] Music ideos 03 Fil This Hight.mp3 417
@ My Top Rated o 04 Cry Ou.t Loud.mp3 ] 419
@ 05 I Will Give You Everything.mp3 4:00
5 Recently Added o 06 Come Alive.mp3 450 L
@ Recently Played o 07 SR HE A mp3 .45
@ Top 25 Most Played [ 08 Be My Love (English ver.), (Ho... 4:33
09 Z.mp3 4143
@ 10 Colar Your Soul.mp3 450 A
= peachlece ron . b




Click the triangle icon next to the NAS name.

will be shown.

to play the music on your NAS.

The smart playlists defined earlier

The songs are categorized accordingly. You can start to use iTunes

File Edit Controls View Store Adwanced Help iTunes
#
' e W) . E
LIERARY | 4 Name | Time | Arkist | Album | Genre
ﬂ Music 1 @ Winter Wonderland 2:59  Lisa Ono Bioas Festas Jazz
H Movies 2 # Depois Do Matal 2155 Lisa Ono Boas Festas Jazz
3 o Let It Snow! Let It Snow! Let IES... 345 Lisa Ono Boas Festas Jazz
E TV Showis 4 # Caroling Caraling 356 Lisa Ono Boas Festas Jazz
'@ Podcasts 5 @ Jingle Bell Rock 2:20 Lisa Ono Boas Festas Jazz
'T' Radio & ® white Christmas {Moite de Matal) 3145 Lisa Ono Boas Festas Jazz
7 # Paz Azul (Brahms Lullaby 3139 Lisa Ono Boas Festas Jazz
SIUBE g o Ave Maria 356 Lisa Ono Boas Festas Jazz
E iTunes Stare 9 ® The Christmas Song 3141 Lisa Ono Boas Festas Jazz
SHARED 10 [ Boas Festas 4144 Lisa Ono Boas Festas Jazz
¥ E MASACEECE e 11 [ Um Anjo Do Céu S:28  Lisa Ono Boas Festas Jazz
. 1z # In the Wee Small Hours of the Ma... 437 Lisa Ono Boas Festas Jazz
& color your soul . i |
g o 13 @ Silent Might: 1:01 Lisa Ono EBoas Festas Jazz

Note: You can download the latest iTunes software from official Apple website

http://www.apple.com.

©Copyright 2009. QNAP Systems, Inc.
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3.5.6 UPnP Media Server

The NAS is built-in with TwonkyMedia, DLNA compatible UPnP media server.
Enable this function and the NAS will share particular music, photos, or video files
to DLNA network. You can use DLNA compatible digital media player (DMP), to play
the multimedia files on the NAS on TV or acoustic sound system.

To use UPnP Media Server, please enable this function and click the following link
(http://NAS IP:9000/) to enter the configuration page of UPnP Media Server.

UPNP Media Server

UPnP Media Server

W Enable UPnP Media Serer
M Afer enabling this service, click the following link to enter UPhP Media Server configuration page.
it 0.8.12.19:9000/

Click the link http://NAS IP:9000/ to enter UPnP Media Server configuration page

and configure the following settings.

(1) Language: Select the display language.

(2) Server Name: Enter the name of NAS UPnP Media Server. This name will be
shown on DMP operation interface, e.g. NAS.

(3) Content Locations: Select the share folder on the NAS to be shared to DMP. The
default folder is Qmultimedia. You can add more than one share folder.

Click “Save Changes” to save the settings.

MediaServer

TwonkyMedia Configuration: Sharing

(D&

Save Changes ] [ Cancel ] [ Rescan content directories ]

Version 4.4.11

i

5 it

* Internet Radio Content Locations:

AT e SeIn Jamultimedia

* External applications

» Naming [ Addnew contentdirectory |
P Musictree

All content types | Browse

All content types v| [ Browse |

¥ Photo tree
¥ Video tree
¥ Miscellaneous

P Maintenance
* FAQ

® PadketVideo Corporation
(2003,2008).
All rights reserved

©Copyright 2009.

Directories where the server shall scan for content. Each directory can be limited to a certain content type. The default setting will scan for
all content types. Sharing can be temporarily disabled by unchecking the directory.

Rescan in minutes: 120

This option specifies the rescan behavior of the server. If setto 0, automatic rescans are disabled. A positive value specifies the period
between rescans of content directories in minutes. -1 enables the server to watch content directories automatically for new content
withoutthe need for rescans.
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After configuring the settings, you can upload mp3, photos, or video files to

Qmultimedia folder or other specified folders on the NAS.

Note: If you upload multimedia files to the default share folder but the files are not
shown on Media Player, you can click "Rescan content directories” or “Restart

server” on the Media Server configuration page.

The built-in UPnP Media Server of the NAS is compatible with the DLNA DMP devices
in the market.

For the online tutorial, please visit http://www.gnap.com/pro features.asp.

About UPnP and DLNA

Universal Plug and Play (UPnP) is a set of computer network protocols promulgated
by the UPnP Forum. The purpose of UPnP is to allow devices to connect seamlessly
and to simplify the implementation of networks at home and in corporate
environment. UPNP achieves this by defining and publishing UPnP device control

protocols built upon open, Internet-based communication standards.

The term UPnP is gleaned from Plug-and-play, a technology for dynamically

attaching devices to a computer directly.

The Digital Living Network Alliance (DLNA) is an alliance of a number of consumer
electronics, mobile and personal computer manufacturers. Its aim is to establish
a home network in which the electronic devices from all companies are compatible
with each other under an open standard. The alliance also tries to promote the idea
of digital home by establishing DLNA certification standard. All DLNA certified
products connected to the home network can be accessed seamlessly to enable

consumers to enjoy digital life conveniently.
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3.5.7 MySQL Server

MySQL Server

MySOL Server
You can enable MySQL server as the wehsite database.

W Enable MySQL Server
Enable this option to allow rermote connection of MySQL server.
W Enable TCPIP Metwarking

Paort Murber3308

Database Maintenance

You can resetthe database password of re-initialize the database.

[ RESET ROOT PASSWORD | [ REINITIALIZE DATABASE |

Note: To use this feature on TS-x39/509/809 series, please update the system
firmware with the image file enclosed in the product CD or download the latest

system firmware.

You can enable MySQL Server as the website database.

Enable TCP/IP Networking

You can enable this option to configure MySQL Server of the NAS as a database
server of another web server in remote site through Internet connection. When
you disable this option, your MySQL Server will only be configured as local database
server for the web server of the NAS.

After enabling remote connection, please assign a port for the remote connection
service of MySQL server. The default port is 3306.

After the first-time installation of the NAS, a folder phpMyAdmin is created in the
Qweb network folder. You can enter http://NAS IP/phpMyAdmin/ in the web
browser to enter the phpMyAdmin page and manage the MySQL database.

Note:

. Please do not delete the phpMyAdmin folder. You can rename this folder but
the link on the MySQL Server page will not be updated. To access the renamed
folder, you can enter the link http://NAS IP/renamed folder in the web browser.

. The phpMyAdmin folder is created after the first-time installation. When you
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update the firmware, the folder remains unchanged.
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Database Maintenance

. Reset root password: Execute this function to reset the password of MySQL
root as “admin”.

. Re-initialize database: Execute this function to delete all the data on MySQL

database.

For the online tutorial, please refer to http://www.gnap.com/pro features.asp.
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3.5.8 QPKG Plugins

You can install QPKG packages to add more functions to NAS. Click "GET QPKG”".

GET QPKG

QPKG INSTALLED

@P‘KG. @P‘ G QP‘ KG)
Joomla phpMyAdmin AjaXplorer

Before you install the packages, make sure the files are correct, read the
instructions carefully, and back up all important data on the NAS. Download the
software package you want to install on NAS to your computer.

Before installing the QPKG package, please unzip the downloaded file. To install
QPKG, browse to select the correct qpkg file and click "INSTALL".

INSTALLATION

Install a new QPKG plugin

Toinstall 2 package, please follow the steps below:
1. Click [GET QPKG] to see the latest available QFKGs, download and unzip it to your PC.
2. Browse to the location where the unzipped file is, and then click [INSTALL]

Browss...

INSTALL
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After uploading the QPKG packages, the details are shown on the QPKG page. Click
the link to access the web page of the installed software package and start to
configure the settings. To remove the package from the NAS, click "REMOVE".

QPKG Plugins

QPKG - Joomla

-@PNGI Fi!e Mame: Joomla.gpko
Installation Date: 2009-04-10
Version: 1.5.1
Installation Path: /sharefSwehiJoomla
Status: -

Web Page: hitp10.8.1219Joomlal
Maintainer GMAP Systermns, Inc.

“ciose B cancel
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aw

External Drive USE One Touch Copy Remote Replication

3.6.1 External Drive

External Drive

Back up to an external storage device

Back up the local disk data to an external starage device. You can select instant, automatic, or schedule backup.

Directory to hack up Directory not to back up

Metwiork Recycle Bin 1
Public

Qdovwnload

ormultimedia

Saiicjurdings

web

Backupto an Exernal Starage Device: | USEDiskl v |Mo external device s detected currently,

Free SizefTotal Size—

Backup Method: |DD not backup w |Da not execute any backup,
Copy optians: Back up data to the destination drive.
Current Backup Status: Mo hackup operations.

Last Backup Time:

Last Backup Result:
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You can back up the local drive data to an external storage device. In this page,

you can select to execute instant, automatic, or schedule backup methods, and

configure the relevant settings.

® Backup Now: To back up data to the external storage device immediately.

® Schedule Backup: To back up data by schedule. You can select the week day
and time to execute the backup.

® Auto-backup: To execute the backup automatically once the storage device is
connected to the NAS.

Copy Options:

You can select “"Copy” or “Synchronize” for the copy options. When “Copy” is
selected, files are copied from the NAS to the external device. By selecting
“Synchronize”, the data on the internal drives of the NAS and the external storage

device are synchronized. Any different files on the external device are deleted.

Note: In the copying and synchronizing process, if the identical files exist on both
sides, the files are not copied. If there are files in the same name but different in
size or modified dates on NAS and the external device, the files on the external

device are overwritten.

95

©Copyright 2009. QNAP Systems, Inc. All Rights Reserved.




3.6.2 USB One Touch Copy

You can configure the function of the USB one touch copy button in this page. The
following three functions are available:
® Copy from the front USB storage to a directory of the internal drive of the NAS.
® Copy to the front USB storage from a directory of the internal drive of the NAS.
® Disable the one touch copy button

USB One Touch Copy €

USE One Touch Copy

Configure the function ofthe USE one touch copy huttan.

@ Copyfrom the front USE storage device to the| Qusb | directary of the internal disk.
Backup method:| Add directory % |Back up data to the newly created directory on the destination sharing folder

™ Copyto the frant USBE storage device fram the directory of the internal disk.
¢~ Disahle one touch copy buttan

Note: The USE LED blinks when data backup to an external device is in process. The USH ane touch copy buttan will be disabled
termporarily. [fyou press the hutton during the data transfer process, the server will heep thrice to alert you the hutton is disabled. Please
weait for the backup to finish and the USB LED to stop flashing, and then use the USH one touch copy button again.

Data Copy by the Front USB Port

The NAS supports instant data copy backup from the external USB device to the

NAS or the other way round by the front one touch copy button. To use this

function, follow the steps below:

1. Make sure a hard drive is installed and formatted on the NAS. The default
network share Qusb is created.
Turn on the NAS.
Configure the behavior of the Copy button on “Backup” > “USB one touch copy
page.

4. Connect the USB device, e.g. digital camera or flash, to the front USB port of the
NAS.

5. Press the Copy button (0.5 second). The data will be copied according to your
settings on the NAS.

4

Note: Incremental backup is used for this feature. After the first time data backup,

the NAS only copies the changed files since the last backup.
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3.6.3 Remote Replication (Disaster Recovery)

You can use this option to back up the files on the NAS to another QNAP NAS or
Rsync server over LAN or the Internet.

Make sure a network share is created before creating a remote replication
task.

v Port Number: Specify a port number for remote replication. The default port
number is 873.

Note: If this server connects to the Internet via a router, make sure the

specified port for remote replication is opened on the router.

v" Enable backup from a remote server to the local host: Check this option
to allow the remote server to back up data to the local host via remote
replication.

v Allow remote Rsync server to back up data to NAS: Enable this option to

allow a remote Rsync server to back up data to the NAS by remote replication.

Remote Replication 2]

Remote Replication

By using this function, you can back up the data on the local server to a remote server ofthe same NAS series, and also allow backup fram remote server to the local
N

Part Mumbers73
¥ Enahle backup from a remate server to the local host.

™ Allow remiate Rsyne serverto back up data to NAS
APPLY

Current Jobs

Job Name Schedule Status n
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Follow the steps below to create a remote replication job for backup from the NAS
to another QNAP NAS

a. Click “+” to create a new task.

Current Jobs
Job Name Schedule Status

b. Enter the job name and the remote destination settings. Select the server type.
Enter the IP address or domain name (if any) of the remote server, the port
number of the remote server for remote backup, the destination path, and the
user name and password with write access to the remote server. Click “Test”
to check if the connection is successful or not.

Note:

. To use remote replication, enable Microsoft Networking service, make
sure the destination network share and directory have been created, and
the user name and password are valid to login the destination folder.

. The share folder name (network share or directory) is case-sensitive.

" Remote Replication

QNAaP Remote Replication Wizard

Thiz wizard helps yau create a remote replication joh. Enter the
name of the remote replication job and click Next.

Remote Replication Jobh Name: hackup]

o s ey
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Remote Destination

Server type: | MAS server W

Mame or IP address . ==
of the remote 1081232 PortNumber: 873 |
Senver:

DestinationPath I . .
{Network Public e
ShareDirectory):

User Name: i_a_d_rp_irj_ o

Password: senee ]

Remote Host -
Testing: i

c. Enter the source path. You can select to back up the whole network share and
a folder in the share. Then select to replicate data now or set a replication

schedule.

Local Source

Flease specify. Local Source Path (Network ShareDirectory)

| Gmultimedia v i

Replication Schedule

Select schedule,
* Replicate Now
T Daily

" Weekly
 Monthly

Time
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d. Set up other options for the remote replication job. Then click “Finish”.

Replication Options

{Mote that you have to allow SSH encryption on the remaote host
server and the port number must be the same as the 55H port
of the remote host)

[~ Activate file compression

[~ Stop network file senvices while replicating
[~ Perform incremental replication

[T Delete exra files on remote destination

You can view the backup status, or edit or delete the replication job.

Current Jobs

Job Hame Schedule Status

hackup 11:26 - Replicate Mow Finished(11:25 2009/4514) @
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3.7 External Device

Home == External Deyice

External Device

External Storage Device USB Printer UPS Settings

3.7.1 External Storage Device

The NAS supports USB disks and thumb drives for extended storage. Connect the
USB device to the USB port of the NAS, when the device is successfully detected,
the details are shown on this page.

It may take tens of seconds for the NAS server to detect the external USB device
successfully. Please wait patiently.

ome > External Device > > External Storage Device

External Storage Device

External Storage Device

Manufacturer:

Maodel:

Device Type:

Total / Free size:

File System:

Status: Mo disk

Format As: EXT 3 v FORMAT HOW

Eject: [ REMOVE DISK PARTITION ] [ REMOVE DEVICE ]

To rermove the hardware device, please click [Eject now]. When the system does not show the device anymare, you can remove it safely.

Note: Do MOT unplug the device when itis in use to protect the device.
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3.7.2 USB Printer

To provide printer sharing function for the network users, you can simply connect
a USB printer to the USB port of the NAS. The NAS detects the printer

automatically. Up to 3 printers are supported.

USBE Printer
_ ¥ Manufacturer: -
Model: =
Status: Mo printer detected
Clean up spool space of printer: | CLEAN NOW
Note:

. Please connect a USB printer to the server after the software configuration is
completed.

. The NAS does not support multifunction printer.

. For the information of supported USB printer models, please visit

http://www.gnap.com.
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3.7.2.1 Windows XP Users

Method 1

1. Enter \\NAS IP in Windows Explorer.

2. A printericon is shown as a network share on the server. Double click the icon.

P NAS Server (10.8.12.12)

File Edit Wiew Favorites Tools  Help ﬁ.
PBack ~ 3 - F Osearch [ Folders | [T+
: Address | | | V| =)
Metwork Tasks |€ﬁ E;( |€ﬁ

Fublic Qdownload  Qmultimedia

Other Places

Details |eﬁ leﬁ &ﬁ

Cush Craeb rdprinter

3. Install the printer driver.

Add Printer Wizard

If waur printer came with
ie not listed, consult your

I arfacturer A0 Printers A
Agfa — | | B¥ AGFABecuSet vB2. 3 .
i'p;lu S AGFAACCUS SISF 152 3
ngle S AGFA-AccuSet 600
AP PS ¥ AGFA-AcouS et BODSF v52.3
AST v | | Egf AGFAACcoUS et BOOSF v2013,108 v

ﬁr Thisz driver is dfgltall_l..J S|.gneT:I..
Tell me why driver zigning is important

[ OF. J[ Cancel ]

4. When finished, you can start to use the network printer service of the NAS.
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Method 2

The following configuration method has been verified on Windows XP only:

1.
2.
3.

© © N U

11.
12.

Open “Printers and Faxes”.

Delete the existing network printer (if any).

Right click the blank area in the Printers and Faxes window. Select “Server
Properties”.

Click the “Ports” tab and delete the ports configured for the previous network
printer (if any).

Restart your PC.

Open Printers and Faxes.

Click “Add a printer” and click “"Next”.

Select “Local printer attached to this computer”. Click “"Next”.

Click “Create a new port” and select “Local Port” from the drop-down menu.
Click “Next".

Enter the port name. The format is \\NAS IP\NAS namepr, e.g. NAS IP=
192.168.1.1, NAS name= myNAS, the link is \\192.168.1.1\myNASpr.

Install the printer driver.

Print a test page.
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3.7.2.2 Windows Vista Users

1. On the Run menu, enter \\NAS IP.

lE Run ‘ u

Type the name of a program, folder, docurnent, or Internet
rescurce, and Windows will open it for you.

Open: W192.168.0.169 -

@ This task will be created with administrative privileges.

I 0K I ’ Cancel l ’ Browse...

2. Find the network printer icon and double click it.

- [+ | Search

Favorite Links Narme Type Comments
El Documenss | Network Recycle Bin1 | Public
E'! Pictures e e

B‘ Music
% Recently Changed sy J Qdownload " l | Qmultimedia

E Searches .
Ju Public l | Qusb l | Qweb
ot i :
#7 t-509pr5 Printers
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3.

Install the correct printer driver.
Add Printer Wizard

I

Select the manufacturer and model of your printer.  vour printer came with

an installation disk, click Have Disk. If your printer is not listed, consult your
printer documentation for a compatible printer.

L T D T T

This driver is digitally signed.

Manufacturer ke Prirters -
HP 3 ¥ HP 2500C Series Printer L
IEM S hp business inkjet 1000

infotec = {hp business inkjet 1200
Konica

-

I

‘-5.11 HP Riicinsaa Inkict 737760
4

| »

Tell me why driver signing is important

LI

OK

| [ cancel |

'ﬂ

4. When finished, print a test page to verify the printer is ready to use.

©Copyright 2009. QNAP Systems, Inc.
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3.7.2.3 Mac OS X 10.4

1. On the toolbar, click “"Go/ Utilities".

" Finder File Edit View [RelB Window Help
Back |

F Forward 28]
- Enclosing Folder
e

SnapMDrag = Computer

& Home {+3H
% Network {+ 38K
S ® iDisk >

IFmware.img

A Apnplications
# Utilities

Recent Folders

I:'- [ ™

Go to Folder...
Connect to Server...

2. Click “Printer Setup Utility”.
sia— [ utilities

) (38 = m]| Q

Grapher Installer Java

%

Keychain Access Migration Assistant Netinfo Manager

»

»

‘ Firefox
E Desktop

&

| ﬁq‘ telecomkid "
5% Applications ! .r“-. “
| ﬁ Documents - o _'J d
‘- Network Utility ODBC Administrator Printer Setup Utility
& Movies
= i)
| & Music ( S - @
m : )
System Profiler Terminal VoiceOver Utility

: B Pictures

== 1 of 24 selected, 12.53 GB available
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3. Click “Add".
"oo0o Printer List =
5 &Moo X 0

Make Default Add Pelete Utility ColorSync Show Info
| Mame A Status Kind

option

4. Press and hold the “alt” key ' on the keyboard and click *More Printers”

concurrently.

r B
806 Printer Browser =
. 5 i '@ |er b
| Default Browser ' IP Printer Search
- Connection
AL-C1100-CCBB5SA Bonjour
Name:
Location:
Print Using: _- Please select a driver or printer model - 1
® [ More Printers. .. ] -._' Add
s
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5. In the pop up window:

a. Select “"Advanced”*.

b. Select "Windows Printer with SAMBA".
Enter the printer name.

d. Enter the printer URI, the format is smb://NAS IP/printer name. The
printer name is found on the “Device Configuration” > “USB Printer page”.

e. Select “Generic” for Printer Model.
Click “Add".

@R Ns) Printer Browser =
" Advanced |"$‘]
a9 L
Device: | Windows Printer via SAMBA H

Device Name:  myprinter

Device URI:  smb:/f192.168.2.11/nastestPR

Printer Model: | Generic |':"_]

[\Cancelj ( Add )

Location: No Selection

a
L

Print Using:

@ (" More Printers... ) Add

4

*Note that you must hold and press the “alt” key and click “*More Printers” at the
same time to view the Advanced printer settings. Otherwise, this option does

not appear.
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6. The printer appears on the printer list. It is ready to use.

'en0e Printer List =N
Make Default | Add Delete Uiility ColorSync Show Info
‘Name A |Status Kind
- myprinter Generic PostScript ...
4

Note: The network printer service of the NAS supports Postscript printer on Mac OS

only.
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3.7.2.4 Mac OS X 10.5

If you are using Mac OS X 10.5, follow the steps below to configure the printer
function of the NAS.

1. Make sure your printer is connected to the NAS and the printer information is
displayed correctly on the “"USB Printer” page.

USB Printer

USBE Printer

, Manufacturer: Hewl ett Packard

P ¢ Model: HP Laserdet 2200
: Status; Ready

--- Clean up spool space of printer: | CLEAN HNOW
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2. Go to “"Network Services” > “Microsoft Networking”. Enter a workgroup name
for the NAS. You will need this information later.

Home >> Network Services >> Microsoft Networking

Microsoft Networking

Microsoft Networking

M Enable file service for Microsoft networking
@ standalone Server

D AD Domain Member (For detailed instructions, please click here)

Server Description: 'NAS Server
|workgroup: Workgroup||
AD Server Name: ;

Dormain Name:

Domain Username:

Password:

[l Enable WINS server
[l Use the specified WINS server

WINS server IP address: 0 L0 LD L0

[ Domain Master

3. Go to "Print & Fax” on your Mac.
eon Systern Preferences

Personal

R

B @ o Q@

Appearance Desktop & Dock Exposé & International Security Spotlight
Screen Saver Spaces
Hardware
e — 1
' . © =
i w 3
Eluetooth CDs & DVDs Displays Energy Keyboard & Trackpad Print & Fax Sound
Sawver Mouse
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4. Click + to add a printer.

Click + to add a

printer or fax No Printer Selected

L+
Default Printer: [ Last Printer Used -
Default Paper Size in Page Setup: [ Ad -
[‘i Click the lock to prevent further changes. '@'
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5. Select the NAS workgroup and find the printer name.

e
alanhuang

P\.
mshome » gqadmin-laptop L g
nas L qhap-pec >
v L gnap-peace-test >
gatest L reipc b
gnap = || | stevehuang P
qnapcluster I~ W that |
napnet P4 ubuntu [ bl
warkgroup I | Y vicky-pc il b
F ;|
Name: Mo Selection
Location: Mo Selection
Print Using: [ % ]

(" Add )
y

6. Enter the user name and password to access the printer server on the NAS.

Enter your user name and password to access
the print server "pm-509".

Connect as: (_) Guest
(*) Registered User

Name: | admin

Password:  sssss

W Remember this password in my keychain

[E] ( Cancel ) m
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7. Select the printer driver.

alanhuang = 7 meiji-macbook g PM-505PR
mshome [~ @ pm-509 >
nas = It | gadmin-laptop P
VT > qnap-pc s
gatest > gnap-peace-test L g
gnap = || | stevehuang -
gnapcluster I~ W that P
qnapnet % ybuntu (3
workgroup * ¥ vicky-pc Ll B4
|
Name: PM-500PR |
Location: | |
Print Using: [ Please select a driver or printer model _

( Add )

¥ Please select a driver or printer modal

Auto Select
Generic PostScript Printer

Select a driver to use...

Other...
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8. After installing the printer driver correctly, you can start to use the printer.

Printers

ta PM-509PR PM-509PR

+ Idle, Default

[ Share this printer

Location:
Kind: HP Laserlet 2200
Status: Idle, Default

( Open Print Queue... ) ( Options & Supplies... )

Default Printer: | PM-509PR

B
B

Default Paper Size in Page Setup: [ Ad

m Click the lock to prevent further changes. @
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3.7.3 UPS Settings

If your UPS device provides USB interface, you can enable UPS (uninterruptible
power supply) support to protect your system from abnormal system shutdown

caused by power outage.
UPS Settings

[Tl Enable UPS Support

2 After the AC power fails for 5 minute(s) when the AC power status is abnormal.

After the AC power fails for:2 minute(s), the server should enter standby maode. When
the power resumes, the system resumes to the operation status.

UPS Model: USB UPS (auto detect)
IP Address of UPS: 0 1] ] ]

UPS Information
UPS Brand: .
UPS Model: -
AC Power Status: =
Battery Capacity: -

Estimated Protection Time:

v' Enable UPS support
To activate the UPS support, you can select this option. You can set the
shutdown timer to turn off the system automatically after the system detects
the AC power is abnormal. In general, the UPS can keep supplying the power
for the system for about 5~10 minutes, depending on the maximum load of the
UPS and the number of the loads connected to it. You may also configure the
system to enter standby mode in case of abnormal AC power supply.

v UPS Model
Select the UPS model from the list. If the UPS model you are using is not
available on the list, please contact our technical support.

v' IP Address of UPS
If you have selected APC UPS with SNMP for UPS model, enter the IP address
of the UPS.
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3.8 System Status

Home > = System Status

System Status

System Information Hetwork Settings Resource Monitor

3.8.1 System Information

You can view the system information, e.g., CPU usage and memory on this page.

System Information

System Information

CPU Usage 1.8 %

Total Memory a03.5 MB

Free Memaorny 450.4 wMB

Packets Received 962720

Packets Sent B40610

Error Packets 1]

System temperature 45% CH13° F

HOD 1 temperature 38" CcHroo® F

HOD 2 temperature 41° Cr0s® F

System Up Time 0 Day 0 Hour 57 Winuteds)
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3.8.2 System Service

You can view current network settings and status of the NAS in this section.

System Service

System Service

Microsoft Hetworking Multimedia Station

Enahbled @ Enable Multimedia Station @

Server Type Standalone Server Enahle iTunes Service @
Winrkgroup QATEST Enable UPnP Media Server @

Enhable WINS server @ Download Station

Enable Domain Master @ Enabled @
Apple Hetworking Weh Server

Enahled @ Enahled @

Apple Zone Mame * FPort a0
UnixLinux NFS register_globals @
5o o
FTP Service Enabled @
Enabled @ Enable TCPAP Networking &
Fort 1 System Port Management
Maximum Connections an Port ana0
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3.8.3 Resource Monitor

You can view the CPU usage, disk usage, and bandwidth transfer statistics of the

NAS on this page.

lome == System Status = > Resource Monitor

Resource Monitor

CPU Usage Disk Usage

o0

=)

COthars
Free Space

30

Bandwidth Transfer

600M

533M

46TM /

400M f

333M

267TM

200M

133M 1

E7M
0
TN
cococococcobcboocoococococoooeGoo o
Mo WD D =MD AN Ml DD =
ﬁﬁﬁﬁﬁﬁﬁ ™o Lol ol

@10 Poar
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Chapter 4 Multimedia Station

4.1 Share Photos and Multimedia Files via the Web

Interface

The NAS provides a user-friendly web management interface for you to manage
personal albums easily. You can view images and multimedia files, or browse

photos by thumbnails preview.

A. Upload photos by web administration

1. Go to “Applications” > "Multimedia Station”. Enable the service.

Multimedia Station (

Multimedia Station

Enahle Multimedia Station
Show service link on the login page.
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2. Click “Multimedia Station” on the top or on the login page of the NAS to access
the Multimedia Station. If you login the service from the login page of the NAS,
you are required to enter the user name and password.

.

Wb File Manager hultimedia Station Download Station Sunreillance Station

MULTIMEDIA STATION

Ak

3. Click “Login” on the top right hand corner. Login with administrator name and
password to manage the Multimedia Station. You can create user accounts to

allow the users to access the multimedia files.

n Multimedia Station

Location: / Qmultimedia

[ Qmuitimedia
Directory: (0) Files: (0)

41~p A->Z > [T+ I

Mo files in this folder.
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4. Click “"Browse” to select the multimedia file and then click “"Upload” to upload the
file to the folder.

n Multimedia Station

Location: | Qmultimedia
3 Qmultimedia
Directary: (1) Files: (0)

—, ez B0 EE G0 & & @ M
‘v

A

Browse_ Upload

5. You can also create folders by clicking “ and upload the files to the folders.
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B. Upload photos to Omultimedia folder directly

You can upload multimedia files to the NAS directly by the following steps.

1. Openthe Windows Run menu. Enter \\[server name] or \\[server IP] to access
share folder on the NAS.

= Type the name of a program, folder, document, ar
Internet resource, and Windows will open it For wou,

Open: | 1110.8.12.19] vl

[ Ok, l[ Cancel ][ Browse. .. ]

2. Open the folder Qmultimedia. Enter the user name and password to login.

¥ NAS Server (10.8.12.19)

File —Edit Wiew Favorites Tools  Help all'

\_j \_/l L@ pSearch ||~ Folders v

Address | § \W0.8.12.19 v| Y o
Metwork Tasks ¥ g :" :’ @
Metwaork Public
Other Places ¥ Recycle Bin 1
o =
Qrecordings Qush Cweb

1 objects selected

3. Drag the files and folders to the folder directly. Please wait patiently when the
NAS is generating thumbnails for images during uploading.
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When you login Multimedia Station by web browser again, all the multimedia files

will be shown.

dia Station

n Multiry

>

. Location: / Qmultimedia | test
&3 Qmuttimedia
Directory: (0) Files: (13)

41~-p

m

[ screenshat..

[ screenshot.. [ screenshot.. [ screenshot..

[ screenshot.. [ screenshot..

T qui_firmwa.. [ screenshat..

| i
1+

[ screenshot.. [ screenshot.. [ screenshot.. [ screenshot..
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Buttons on the Multimedia Station page

A>Z Sort files by name
> Sort files by size
1|=*|z0 Sort files by date
@ Return to previous page
N Return to Home
T Create folder
A Rename file or folder
Select all
[x] Select none
X Delete

Support file format list

Type File format
Picture jpg, bmp, gif
wmy, wmx, wWvx, avi, mpeg, mpg, mpe, mlv, mp2, mpv2,
Video - mp2v, mpa, dvr-m, asf, asx, wpl, wm, wmx, wmd, wmz
! wma, wax, cda, wav, mp3, m3u, mid, midi, rmi, aif, aifc, aiff,
Audio a au, snd
W (Other formats not mentioned above)
Others
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View Photo Information

1. To view detailed information of a photo, click the thumbnail of the picture.

Location: f Qrultimedia § alburnil
. omultimedia

A->Z £ [1]= =) s A M

- dbumol Directary: (0) Files: (8) > » [EX e | o n :

- abumoz IR
o msic

- video

[ pacuzrase. e [ oscuazan. e [ oscmazas. pe [ oscuzsz1. 06 [ tmagenns.jpg [ tmagentn.jpg

.
= e

D Image014.jpg D Imagel19.jpg

| |[ Browse Upload

2. The information of the photo, e.g. file name, resolution, size, camera producer
will be shown on the right. You can enter a description for the picture in the box
below the photo and click "Submit”. To reset the description to previously

saved version, click “"Reset”.
©Q 0 O & Ny e B B

File narne: DSCH3734.1PG
Resolution: 2392 x 1944

File size: 1025295 byhes

File date: 2008:04:14 03:22:07
Carnera producer: MIKOM

Carnera model: 51

Photo date: 2008:02:04 16:55:28
Flash used: Mo {auta)

Focal length: 5.8mm (25mm eguivalent: 35mm)
CCD width: none

Exposure time: 0.022 5 (1/45)
Aperture: 8.5

IS0 equiv.: 50

whitehalance: suto

Metering Mode: matrix

Exposure: program {auto)

picture 2008
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Buttons Description

You can use the buttons on top of the photo to manage the album.

@

Back to previous level

0

Previous image

2

Next image

E Rotate image anticlockwise
il Rotate image clockwise

-~ Zoom in

-~ Zoom out

SlideShow:| 3 |»| play

Play slideshow. Select the time interval in seconds.
Click “play” to play slide show. To stop playing, click
“StOp".

Print the image

Save the picture

il | e

Set the picture as album cover
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Play music or video files

To play music or video files on the Multimedia Station, you can click the thumbnail
of the file displayed on the page. The file will be played by the default music or
video playing program of your PC.

*It is recommended to use Windows Media Player 10.0 or above as the default

playing program.

n Multimedia Station

Location: f Qmultimedia f music

-3 Qmultimedia
Directory: (0) Files: (4}

aArz [0 TR E | O M & B B @
41-»
N
[ o1GaroTA .. [ oz2rEmICO.. [0 03050LE.. [ o5.Cests..

Browse_ Upload
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C. Configure album authority

1. After logging in as administrator (admin), click N to enter the configuration

page for album authority.

n Multimedia Station

D oitsommen admin

| Speicherort: [ Qmultimedia

¥ 1 gmultimedia
Qrdner: (0) Dateien: (0)

<19 > ’ o e

Keine Datsizn in dissem Ordner,

==

2. You can view, add, delete, and edit users.

User list  Create user @ ﬁ

User list

ser name  Btatus Maintain Pescription

uest Enable - ystemn default user; you can set the authority of the guests for browsing the album,

[test Enable Pelete

3. You can edit the user profile and album access authority on this page.

Edit personal profile
User’s profile
User name:
Description:
Passwaord: essne
werify Passwiord: ssssne
[ User cannat change the information.
[ Disable
Accessible aburns Inaccessible abumns
photos
music
Add
Remove
| Subrmit || Cancel |
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Chapter 5 Download Station

The NAS supports BT, HTTP, and FTP download. You can add download task to the
NAS and let the server finish downloading independent of PC.

@ Warning: Please be warned against illegal downloading of copyrighted
materials. The Download Station functionality is provided for

downloading authorized files only. Downloading or distribution of
unauthorized materials may result in severe civil and criminal penalty.

Users are subject to the restrictions of the copyright laws and should

accept all the consequences.

1. Go to “Applications” > "Download Station”. Enable the service.

Download Station (

Download Station

Enahle Download Station
Show service link on the login page.
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3.

Click “Download Station” on the top or on the login page of NAS to access the
Download Station. If you login the service from the login page of the NAS, you
are required to enter the user name and password.

: =

-, N .

=1 =

Wb File Manager hultimedia Station Download Station Sunreillance Station

DOWNLOAD STATION

L

Select Add new BT task or Add new FTP/HTTP task.

(A) Add new BT task
Click “Add new BT task” on the left and upload a torrent file. You can download
legal torrent files by searching on the Internet. There are websites that provide

legally sharing torrents e.g. www.legaltorrents.com. Please download the

torrent files to your local disk and then upload them to the NAS.

| . Download Station

Wiew Pause List

e e [Top——

Aod new FTRHTTP task
PR downkod Lk
Delete dowrload tak

BT dowriload property

st Config

Dy Diognostc Information
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http://www.legaltorrents.com/

“) Upload Torrent File - Mozilla Firefox

I |_1'] http: /10,8, 12, 144:5080)cgi-bin/Qdownload/broption . coiPname=addésid 5 7

Download Station

Select the torrent file to download:

|[ Brorwses--

Ik

Done

(B) Add new FTP/HTTP task

To run an FTP download task, click "Add new FTP/HTTP task”. Enter the FTP URL
of the download task and select the share folder to save the files. Enter the
user name and password to login the FTP server (if necessary). Then click "OK”

to start downloading.

To run an HTTP download task, click "Add new FTP/HTTP task”. Enter the HTTP
URL of the download task and select the share folder to save the files. Then

click “"OK” to start downloading.
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Add Mew FTP/HTTP Task - Mozilla Firefox

I U Betpe 10,812, 1448080/ cgi-bing Qdownload/btaptian. coifname=add_qge 57

Download Station

Add rewy FTRHTTP task

Input LRL of the
dowhload task:
Save to netwaork share

(ftpeii

foldar: | Qdownload v|
Input the user name and passwiord for the URL of the
L]
dowrload task:
Llzer name:
Password:
Configuration
Ok description

Done

4. After uploading a download task, the task will appear on View Run List.

View Pause List l Wiaw Fintsh List J How to Lse

[ncresse downioad prionty Decrease downioad priceity

Crowwrioned ek Sanbuy Sire £ Dicravriboed Lot Sanairer Time Left Share rate OHT
Add raw BT task

abuossse lorrerd. L 0.0 KB

Ard rew FTRHTTR task:
PowrayfRestart derwriood Lk
Delete download task

BT dowrlosd property

St Conlig

Durnp Diagrstic Information

5. You can select a download task and click “"BT download property” to enable or
disable DHT public network and configure the sharing time after download

completes.

Dovenload task Status Size S

EEX,

Add new BT task

%D Edit Share Time - Mozilla Firefox

Add rew FTP/HTTP task ; B
I-. |j htbp:i10.8.12.144:8080,cqgi-bin/Qdownload /bhoption.cgifname=editipan 77
Pausef/Restart download task

Download Station
Delete download task

BT download praperty Sharing time after download task completes: EI hr

Set Config e public DHT network

Durnp Diagniostic Information

Configuration
Pty description
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Note: If the sharing time (larger than 0 hr) is set for a download task, the

download task will be moved to Finish List after download completes and the

sharing time ends.
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6. Click “Set Config” and enter the number of the maximum tasks you want to
download at the same time (Default number: 3).
Enter the maximum download rate (default value is 0, which means unlimited).
Enter the maximum upload rate (default value is 0, which means unlimited).
Enter the port range for Download Station (default range is 6881-6999).
Check UPnP NAT port forwarding to enable automatically port forwarding on
UPNP supported gateway (default is not checked).

Dowenload

Add nevw BT task . MI

Add news FTP/HTTP task Download Station
Pause/Restart download task Maxirmumn number of downloads at the same time: |3
When the total numnber of records on all the lists reachies
Delete download task the upper limit, overwrite the didest recards an the “Finish
List",
BT download property Maxirmum dowrload rate (KB/s): 0

{default value is 0, which means unlirmited)
Mazxirnurm upload rate (KBfs): 0]
(default value is O, which means unlirmited)
Bit Torrent port range: £881 s s
0 UPAP MAT port forwarding
[0 Protocal encryption
Dowrload time settings:
() Continuous download
O Daily download time:

Durnp Diagnostic Information

Configuration
[l description v

Done

Protocol Encryption

There are a number of Internet Service Providers (ISP) block or throttle
BitTorrent connections for the high bandwidth it generates. By turning on
“Protocol Encryption” your connections will not be distinguished by these ISPs
as BitTorrent connections therefore are unable to block or throttle them and
causing slow connections or even no connections. However some ISPs are
starting to be able to identify these connections even if they were encrypted so
users are suggested to check the Bad ISPs list on AzureusWiki and to consider

switching to an ISP that does not perform BitTorrent traffic throttling or blocking.

You can set the download schedule in "Download time settings”. Select
“Continuous download” to download the files continuously. To specify the
download schedule, select “"Daily download time” and enter start and end time.
If the end time value is smaller than the start time, the end time will be treated
as the time on the next day.
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7. To pause a running download task, select the task in View Run list and click
“Pause/ Restart download task”. You can view tasks that are paused or finished
in View Pause List and View Finish List respectively. To restart a paused task,

select the task in View Pause List and click “Pause/ Restart download task”.

Trcria cownkoad priceity | Decror dowrlad prority

Do {ask Stabus Size * Crerniboad Uboed Sesdfeer Tirmee Lt Share rale CHT
Add new BT tas

sbceeese torent U 50 0 0,0 KBS | ok (70 SRR

Add new FTPHTTE task

PonrasfRostirt dowrdoud Lk

Delate dowrdoad tak

BT chowrioand puopety

8. You can also increase or decrease task priority by clicking “Increase download
priority” and “Decrease download priority” when there are multiple download
tasks.

Increase downlosd priceity Decrease dowrlosd priority

Deramind insk Stahuy Size % Deraemioa Upload SarclPenr Time: Lot Shars rate: oHT

Add new BT task e

Add new FTRIHTTR task
PonrasRestirt cowrdoud bk
Detata download tak

BT dawniload property

Set Config

Cume Clagnastic Informiation

9. To delete a running, paused, or finished task, select the task and click “Delete
download task”. You can select to remove the download task only and retain
the downloaded files, or remove the task and downloaded files.

Dovvnload task k) Dovwvnlozd

Add new BT task

¥ Dalete Download Job - Mozilla Firefox

EBX,

Add new FTRHTTP task .
I-. |j httpe 108,12, 144:8080/cgi-bin/Qdownload /btoption. coizname=delépag 57

Pause/Restart download task
Download Station

Delete download task
BT download praperty Are you sure you want to remove the task?
A ® keep the file aready downloaded
=t Lonig O Remove the task including all download files
Durnp Diagnostic Information oK | | CAMCEL

Dane
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10. To logout Download Station, click on the top right hand corner.

11. To access the folders you have downloaded, please go to the share folder
Qdownload of the NAS.

T NAS Server (10.8.12.1%)
File Edit Wiew Favorites Tools Help

O Baik J l@ pSearch [EL' Folders v

o i0.8.12.19

Metwork Tasks |a,§ |a,£}

Mebwark. Public
Other Places Recycle Bin 1
Details
Qrecordings Cush web
1 objects selected
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Dump Diagnostic Information

To view the diagnostic details of a download task, select a task on the list and click

“Dump Diagnostic Information”.

[i=1E]

[: [ | httpif10.8.12.144:8080/cgi-bin{Qdownload btoption, caitname=show_di 7 7

%) Show Task Diagnostic Message - Mozilla Firefox

Add new BT task

Add rew FTR/HTTP task

Download Station
Pause/Restart download task

Delete download task Durnp Diagnostic Information:

BT download property Download task: abceeese. tarrent
Size: F66.60 MB

Set Config Percent: 0.0 %

_ _ _ Diowrload Totals: 0.0 ME

Durnp Diagrostic Information Upload Total: 0.0 ME
Share Time: 0 hr
Start Time: Tue Jun 23 11:54:27 2009
Mo Error!

You can right click the download task to configure the download settings.

Dovvnload task Status Size

Add new BT task o
ah 7EE B0 MB

Add rew FTR/HTTP task Increase download priority
Decrease download priority

Pause/Restart download task
FPausefRestarnt download task

Delete download task Delete download task

BT download property
BT download property Dump Diagnostic Information
Set Config

Durnp Diagnostic Information
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The common reasons for slow BT download rate or download error are as below:

(1) The torrent file has expired, the peers have stopped sharing this file, or there is
error in the file.

(2) The NAS has configured to use fixed IP but DNS server is not configured, or DNS
server fails.

(3) Set the maximum number of simultaneous downloads as 3-5 for the best
download rate.

(4) The NAS is located behind NAT router. The port settings have led to slow BT
download rate or no response. You may try the following means to solve the
problem:

a. Open the BitTorrent port range on NAT router manually. Forward these
ports to the LAN IP of the NAS.

b. The new NAS firmware supports UPnP NAT port forwarding. If your NAT
router supports UPnP, enable this function on the NAT. Then enable UPnP
NAT port forwarding of the NAS. The BT download rate should be enhanced.
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5.1 Use Download Software QGet

QGet is a powerful management software for maintaining the BT, HTTP and FTP
download tasks of multiple NAS servers via LAN or WAN. By using QGet, you no
longer need to login the Download Station web interface of multiple servers and
manage the settings one by one. Simply install QGet on any computer running
Windows 2000/XP or Mac, you can manage the download tasks of all your NAS

Servers.

1. To use QGet, install the software from the product CD-ROM.

€ ONAP Turbo NAS =3

Quick Installation Guide
Install QNAF Finder

Install NetBa

Back Exit

142

©Copyright 2009. QNAP Systems, Inc. All Rights Reserved.



2. Follow the instructions to install QGet.

B QGet 0.7.6.0 Build 1213 Setup MS1E

‘ Welcome to the QGet Setup Wizard

This wizard will guide you through the installation of QGet,

1t is recommended that vou close all other applications
before starting Sekup. This will make it possible to update
relevant system files without having ko reboot vour
computer.,

Click Mext ko continue.

Mext = l ’ Cancel

3. Run QGet from the installed location.
CBack ¥
W oeet »| G QGet

]f% Uninstal

Gl QMAP Storage Software

4. For the details of using QGet, please refer to the online help of the software.
=1t

File  Tools

. ks
About Qizet. ..

(=) QGet
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Chapter 6 Web Server

The NAS enables you to upload web pages and manage your own website easily by
Web Server function. It also supports Joomla!, PHP and MySQL/SQLite for you to

establish an interactive website.

1. Go to “Network Service” > “Web Server”. Enable the service and enter the

port number.

Web Server a

Web Server

After enabling this function, you can upload the webpage files to " Qweb" netwark share to publish your website.
Enahle WWeh Server

Fort Mumber: a0

register_globals O on @ off

After enabling this serice, click the following link to enter to Web Server.
hitpei1 72.17.20.39/

php.ini Maintenance

O php.ini Maintenance

The file php.ini is the system configuration file of Weh Server. After enabling this function, wou can edit, upload or restare
this file. ltis recommended to use the systermn default setting.
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2.

You can upload your HTML files to the folder Qweb by the following methods:
* By using samba: You can open a web browser and type \\[NAS
IP]\Qweb or \\[NAS name]\Qweb. Login the folder and upload your

HTML files.
* By FTP: You can login FTP service and upload your HTML files to the folder.

By Web File Manager: You can login Web File Manager and upload your
HTML files to the folder.

The file index.html, index.htm or index.php will be the home path of your web

page.

# Qweb on 10.8.10.12
File Edit ‘Wiew Favorites Tools  Help

eBack - 'k._,:‘l IE ﬁSearch H__i‘ Faolders v

. Address |E‘ 1110.8.10.12\Qweb

Mare

File and Folder Tasks |n|:|e>c:

== phiptty adrmin
Other Places |2 Joomla
Details
Qweb

< | >

10,9 KE & Internet
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3. Click the link http://NAS IP/ on Web Server page or click “Web Server” on the
login page of the NAS to access the web page you upload. Note that when
Web Server is enabled, you have to type [http://NAS IP address:8080] in your
web browser to access the login page of the NAS.

WEB SERVER

For the online tutorial, please visit http://www.gnap.com/pro features.asp.
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MySQL Management

The first time you install the system, the phpMyAdmin software is automatically
installed as the MySQL management tool. When you update the firmware in the
future, phpMyAdmin will not be re-installed and your data on the database will not

be overwritten or changed.

The phpMyAdmin program files are created in the Qweb share folders. You can
change the folder name and access the database by entering the URL in the browser.

However, the link on the web management interface is not changed.

Note: The default user name of MySQL is “root”. The password is “admin”.
Please change your root password immediately after logging in to the phpMyAdmin

management interface.

SQLite Management

SQLiteManager is a multilingual web-based tool to manage SQLite databases and

can be downloaded from http://www.sglitemanager.org/.

Please follow the steps below or refer to the INSTALL file in the downloaded
SQLiteManager-*.tar.gz’ to install the SQLiteManager.

(1) Unpack your download file SQLiteManager-*.tar.gz.

(2) Upload the unpacked folder SQLiteManager-* to \\NAS IP\Qweb\.
(3) Open your web browser and go to http://NAS IP/SQLiteManager-*/.

?: The symbol "*" refers to the version number of SQLiteManager.
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http://www.sqlitemanager.org/

Chapter 7 FTP Server

The NAS supports FTP service. To use FTP service, enable this function in “*Network

Service” and follow the steps below:

FTP Service a

General
¢ Enahble FTP Serice
Protocol Type: W FTP (standard)

[ FTP with SELTLS (Explicit)
Fart Number: 21

Unicode Support: " veg ¥ Mo

Enable Anonymous:  vag % Np

Mote: [fyour FTF client does naot support Unicode, please select"Ma” for Unicode Suppoart and select a supported filename encoding fraom [Filename
Encoding] under [General Settings] so that the folders and files on FTF can he properly shown,

Connection

Maximum Mumber of all FTP connections: =20

Maximum Mumher of Connections For a Single Account. 10

v Enahble FTP transfer limitation
Maximum upload rate (KBis): 10000 KBis

Maximum download rate (KBfs): 2000 KBig

Advanced

FPassive FTP Port Range: @ Use the default port range(55536 - 56559)

" Define port range:

1. Open an IE browser and enter ftp://[NAS IP] or ftp://[NAS name]. OR

148

©Copyright 2009. QNAP Systems, Inc. All Rights Reserved.



2. By Web File Manager of the NAS.
Go to NAS administration page and click "Web File Manager”. Enter user name
and password to login the NAS.

Close | X

User Name: admin

Password: eseses
W Remembaruser name
W Remember password

™ 550 lagin

Click “FTP",

are Folder Comment

MNetwork Recycle Bin 1 [Single Disk Volume: Drive 1]
Public System default share
Qdownload System default share
Qmultimedia System default share
Qrecordings System default share

Qusb System default share

Qweb

Enter the user name and password to login FTP service. You can start to use
FTP service.
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Chapter 8 Web File Manager

To use Web File Manager, go to “Applications” > “Web File Manager”. Enable the

service.

Web File Manager 2

web File Manager

¥ Enahle Weh File Manager

Click “Web File Manager” on the top or on the login page of the NAS to access the
Web File Manager. If you login the service from the login page of the NAS, you are

required to enter the user name and password.

Note: Make sure a network share has been created before using Web File Manager.

: =
- s
= -

Wieb File Manager Multimedia Station Lowunload Station Supreillance Station

WEB FILE MANAGER

£
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Select a network share.

Ordner freigeben Kommentar
@ Metwork Recyde Bin 1 [Mirror Disk Volume: Drive 1 2]

Public System default share
Qdownload System default share

System default share
Qrecordings System default share
Qusb System default share
Qweh System default share

You can organize network share folders of the NAS. With Web File Manager, you

can upload, rename, or delete files and folders in the network shares.
<= s <~ Co-[Ca >< (P (I 5]

admin: Qmultimedia/
Gesamt: 3 Ordner , 0 Dateien AN
Name Gréfie Datum
o O .@__thumb = 2009/04/13 18:07
O 3 music - 2009/04/14 03:00
o O phatos = 2009/04/13 18:02
|[ Browss... | | A Heraufladen

View files online

Click a file displayed on the web page. The information of the file will be displayed.
If your browser does not support the file format, a download window will pop up

automatically. Download the file and you can open it on your PC.

Create folder
i. Select a network share or folder in which you want to create a new folder.

ii. Click (Create Folder) on the toolbar.

iii. Enter the name of the new folder and click “"OK".
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Rename file or folder

i Select a file or folder to rename.

ii. Click (Rename) on the toolbar.

iii. Enter the new file or folder name and click “"OK"”,

Move/copy files or folders

i. Select the files or folders to move or copy.

ii. On the tool bar, click (Move/Copy).

iii. You can select the destination folder to which the selected files or folders are

moved or copied.

Delete file or folder

i Select a file or folder to delete.

ii. Click (Delete) on the toolbar.

iii. Confirm to delete the file or folder.

To delete all files and folders, click E (Select All) and (Delete).

Upload file

i Open the folder to upload file to.
ii. Click "Browse” to select the file.
iii. Click "Upload”.

Download file
i Select a file to download.

ii. Right click the mouse and select “"Save Target As” to save the file.

Logout

To exit Web File Manager, click (Logout).
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Chapter 9 NetBak Replicator

NetBak Replicator is a powerful program installed in user’s system (Windows® OS

only) for data backup. You can back up any files or folders on local PC to specified
share folder on the NAS by LAN or WAN.

Main Functions

1. Backup

Instant Backup
You can select files and folders on local PC and back up files to specified
network share folder on the NAS immediately.

File Filter
You can select particular file types to be excluded from backup. The system

will filter all files belonging to these file types when backing up data.

Schedule
You can specify a schedule for backing up data with this option, e.g. 12:00
every day or 05:00 every Saturday.

Monitor
When this option is enabled, the system will upload all files or folders to the

server instantly for backup when the files or folders are modified.

2. Restore

Select this option to restore backed up data to the original location of the file

or to a new directory.

3. Log

Enable this option to record events of NetBak Replicator, e.g. the time when

NetBak Replicator starts and terminates.
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Install NetBak Replicator

1. Run the NAS CD-ROM. Select “Install NetBak Replicator”.

€3 QNAP Turbo NAS SIS

User Manual and Application Mates

Br D

Back Exit

2. Follow the steps to install NetBak Replicator.

3. Upon successful installation, a shortcut icon will be shown on the

Desktop. Double click the icon to run NetBak Replicator.
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Use NetBak Replicator

1. Before using NetBak Replicator, please login the NAS administration and go to
“Access Right Management”
backup. Make sure the share folder is open for everyone access or you login the

share folder with an authorized account or administrator by NetBak Replicator.

2. Run NetBak Replicator. Click ““. All the NAS and their share folders within

the network will be displayed.

=% NeiBak Replicator,

NetBak Replicator =

Share Folder: ] ' S I

MAS Server
Backup ] Restore l Lag l
Bl 00 O A 0
v B OO B0 s} " S
Ic File Mame | Size | -~
=[JatC ~ |l CageveevauLTs
Eg i.wfgsggum: Egtonfig.lﬂsi
onhg. ks Docunments ahd Setti..
+ D [ Documents and Settings D CIHEROSOFT
<[ 13 HEROSOFT D[:Ikav =
£ H g ka\_] D mail
el . D [ Program Files
<[ Program Files [l CORECYCLER
<[ | RECYCLER
D @A zpoolerlogs
{123 spoolerogs Co
D [ System Volume Information — System Yolume Irfor...
+ DD Temp DDTemp
w3 WINDOWS v LI Cwinpows v
Start | File Filter | Schedule Tanitor ‘ Save Az Defaults
QNAP -
QNAP SYSTEMS . INC Lisse
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> “Share Folders” to create a share folder for



3. When the following window appears, all the NAS in the LAN will appear on the

left list. Select a server and a share folder on the right. NetBak Replicator also

supports backup via WAN, you can enter the IP address of the NAS for data

backup directly and select a share folder. Then click “"OK".

X]

Select NAS Servers

(¥ MAS Server in the Mebwark Share Folder:
10.8.10.100 backup
media
10810230 Metwork, Becycle Bin 4
10.8.10.8 Public
10.8.10.90 Qdownload
Armultimedia
[recordings
[Huzh
Hweh
(" Specify MAS P Address
k. Cancel ‘

4. Enter the user name and password to login the server.

%]

Connect

Fleaze enter the uger name and password to connect ta the MAS
FEMVEr.

MAS Server: 1021018
Share Folder: backup
User M ame:
Password: e
Motice

Pleaze make zure that the zame uzermame haz been
created an the MAS server with proper access rights and
identical pazsword.

k. Cancel

5. You can start the backup procedure upon successful connection to the NAS.
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Description of Buttons on NetBak Replicator

Open Configuration: Open a previously saved NetBak Replicator

configuration.

Save Configuration: Save the settings on NetBak Replicator. The file will

2

|_._, be named as *.rpr

Select All: Select all items in the window.

EE Clear All: Clear selection.

% Select My Document: Select all folders in My Document.

Open NAS Backup Folder: This button allows users to find out where the

files were backed up, and check or manage the archived files manually.

Advanced Backup: Advanced Backup allows power user to back up a

single folder with more advanced options.
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e Backup
Select the files and folders for backup.

= NeitBalk Replicator,

NetBak Replicator f’i‘i;..;
S 1/

B 8 B
.« For client

L= W
MAS Server; 1081018 Share Folder: Ibackup ;I \|
Backup | Restore | Lag |
> Bl 0o O= Y A -
Y Y OO EO A
C:\Documents and Settings File Hame | Size |
I_——_l--[El C -~ D.&dministrator
D.&llUsers

Ea 5]
= [ Administrator

+ D Application Data

v| (] Deskiop

v| (1] Favorites

v 1 Local Settings

v| (] My Documents

[ MetHood

v 23 PrintHood

[v] (3 Recent

£1-{v] [ Start Menu b

(A Default User

Schedule

Start | File Filter Tanitor | Save Az Defaults

A= Cloze

158

©Copyright 2009. QNAP Systems, Inc. All Rights Reserved.



v’ Start
When you have selected the files for backup to the NAS, click “Start”. The

program will start to copy the selected files to the specified share folder on

the NAS.

r:';’. NetBak Replicator

r

Copying

DwFarmCartest sl __I Q'

From: C:ADocuments and Settingz'\Administratorhapplication
Data'b acromediahDreamweayer

BhConfiguration‘MenusiCachel\dcceleratars’ |
To: YWMUMCA0.8.10.1 8\backuph\Re\REIDESKT OPADisk
ChDocuments and SettingziAdminiztratorapplication
D atahM scromediat Dreamweaver a

et 17.734 File(s], 1,081 Folder(s). 14.08 G Byte(s] Size |
Progiess 72 Filefs], 375 M Bytefs] |

Erar: 0 Filefz). 0 Bytefs).

I~ Always ignore emors

[~ Shutdown computer when finished

— -
(& MetHood
(& PrirtHood

i CI SendTo
[+ CI Start Menu il

Start File Eilter | Schedule | tomitor | Save Az Defaults

ﬁ Cloze
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v’ File Filter
Click “File Filter” on NetBak Replicator main page to select file format to be
skipped from backup. Then click “"OK".

"% NetBak Re plicator, |:| |:,rg|

NetBak Replicator

Share Falder: |backup ﬂ N

Backup ‘ Restore l Log l

I o O O d -
EY 58 /8 25 32

Size |

MN&S Server:

|C:\D ocuments and Settings File: Hame

=] Q C: [:I.-’-‘n.dministrator
- a Documents and S ettings [ER
= (232 Administratar [ Default User
+-[v] (2 Application D ata
+-[v] (] Desktop
[ Favorites
(3 Local Settings

2

R AR SR ARk 3

vl Recent
[:I SendTo
+-[v] (2] Start Menu e

Start File Eilter Scheduls ‘ Monitor ‘ Save Az Defaults

A e

x)

File Filter

Enter the pattern of the file name ta be fikered from
backup operation.
I
Add ‘ Delete Drefault

#*

* 1Bl

* MU

ak. Cancel
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v' Schedule
Click “Schedule” on NetBak Replicator main page. Then check the box
“Enable Backup Schedule” and select the frequency and time for backup.
Click “"OK"” to confirm.

r:'f. MetBak Replicator

NetBak Replica'tor ¢

MAS Server:  [10.8.10.18 Share Falder: |backup j S

Backup l Festore l Log l

E o Y -
% 52 0o e E'lz

|C:\Documents and Settings File M ame | Size |

—vl= [] 3 adrmiristrator
- a Docurnents and Settings [:IAII Users
=[] £ Administrator [¥] CaDefault User
+ D Application D ata

[:l Desklop

v| [ Favorites

v| [ Local Settings

v| [ My Documents

v| (2] MetHood

[v] 3 PrintHaod

D Recent

[:l SendTo

+ D Start Menu b,

2

+
+
+
+
+

Schedule onitor Save Az Defaultz

Start ‘ File Filker

— LCloze
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Backup Schedule

Select the frequency and time for backup.

[v Enable Backup Schedule

Start Tirne: 0o: oo =

Frequency
* Back up evemday.

" Back up on selected week day(z].

I I [
I I [

Advanced Scheduled Backup...

k. ‘ Cancel ‘

x]
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v' Monitor
Select a folder for monitoring. When this option is enabled, the system
will upload all files or folders to the server instantly for backup when the
files or folders are modified. Other files will be gray and cannot be

=
selected. Click “Monitor” again to cancel monitoring. An icon will
appear on task bar of Windows® when monitoring is in process.

'E“J. NetBak Replicator Z||:|g|

-

NetBak Replicator = .. -
MNAS Server: Share Folder: | J J
Backup l Lag l

|C:\Dncuments and Settings File Mame | Size |
- = Adrinistratar
= G DAIIUSEIS
- [ Default User

I 8 O O B B ‘
EEEEEEEEEIEE
peeeeeeeew

|

¥

| £

| Tonitor Save Az Defaults

A= LCloze
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v’ Initialize Configuration
When using this function, NetBak Replicator will record all current settings
of the user, including whether or not monitor function is enabled. When
the user login again, this program will load the previous recorded settings
for users to manage data backup.

'E“J. NetBak Replicator Z||:|E|

NetBak Replicator .

\

MAS Sepver: (1081018 Share Falder: |backup ﬂ LY
Backup \ Restare l Lag l
B 00 O A, S
77 FE OO B0 s P 5
|C:\Dncuments and Settings File Mame | Size |
e & [7] (3 Administrator

= a Documents and S ettings [:l,é,ll deere

—1-[w] 23 Administratar [Z0 Default User
+-[+] (2] Application Data
+-[v] (] Deskiop
+ [w] (] Favorites
- [v] (] Local Settings
<[] 1 My Documents
+-[v] (] MetHood

{v] (22 PrintHoad

[v](1 Pecent
[w] (1 SendTa
- [w] ] Start Menu il
Start ‘ File Filter ‘ Schedule | Monitar | Save Az Defaults
= LCloze
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¢ Restore

Please follow the steps below to restore files from the NAS to your PC.

a. Restore to original position: Select the location that the data will be

restored to.

b. Select new restore position: Click

to select the directory to restore

data to or select a previously chosen location from the drop-down menu.

c. Select the folder(s) and sub-folder(s) for restoring data on the right list and

click “Start”.

= NetBak Replicator,

SIS

i

©Copyright 2009. QNAP Systems, Inc.

MAS Sepver: (1081018 Share Falder: |backup ﬂ LY
e
* Restore to original path
" Restore to selected path | j |
|REIDESKTOR | | File Mame | Size |
+ Da Digk. C D[:EDDcuments and Sethi...
Start DOptions
= LCloze
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d. Option: Select recovery option and error option.
If the restoring file existed, NetBak Replicator will:
v' Overwrite all the files
v' Ask first
v/ Skip this file
If an error happens in the process of file restoring, NetBak Replicator will:
v' Stop the restoring
v' Ask first

v' Ignore this error message

Restore Option

x]

Owvenarite Option

If the restoning file existed, MetBak Replicator wall;

" Dwvernwrite all the files
o Ak first
" Skip thiz file

Error Option

If an error happenz in the process of file restoning, MetB ak
Reolicator will

" Stop the restaring
{+ Aszk first

" |gnore thiz emror meszage

ak. Cancel
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e Log
a. Save As...: To save all logs on NetBak Replicator, click this button. All logs
will be saved as text file.
b. Clear All: Click this button to clear all logs.
c. Option: Select the type of logs to be recorded— “Record all logs” or "Record

error logs only”.

':.,J. NetBak Replicator

NetBak Replicator
P

MNAS Server: 10081018 Share Folder: Ibackup ;I \|

Backup I Restore Log I

LLog Options 2|
20081242 ratordpplication Data

20081272 ¢ Record all logs
20081242

e " Record ermor logs only

20081242 ratordpplication Data
20081242 ratordpplication Data
20081242 ratordpplication Data
2008/12/2 DK Cancel ratorApplication Data
20081242 ratordpplication Data
20081272 ratorvapplication Data

20082 /26 101806 The file "C:ADocumentz and S ettings'd dminiztratorudpplication Data
200812/ /26 101806 The file "C:ADocuments and S ettings'ddministratorudpplication D ata
20082/ /26 101806 The file "C:ADocuments and S ettings'ddminiztratorudpplication Data
200871 2/26 101806 The file "C:ADocuments and S ettings'ddminiztratorudpplication Data
20082/ /26 1018068 The file "C:ADocuments and S ettings'd dminiztratorudpplication Data
2008/12/26 10:18:068 'I'he file "C:\Documents and Setinostadministratordoolication Data ™
4 11} >

Save bz | Clear All | Optiong |

ﬁ Cloze
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Chapter 10 Configuring AD Authentication

The NAS supports Active Directory (AD). You can import the user accounts from
Windows AD domain to the NAS. This saves your time to create users one by one.

The example below demonstrates how to use this service.

We have two domains gatest.com.tw and sub2.gatest.com.tw controlled by
Windows 2003 server, and a domain subl.gatest.com.tw controlled by Windows

2000 server.

#1: Active Directory Domains and Trusts = [m] 5|
File  Action Wiew Help
— | e
@"E Active Directory Domains and Trusts | gatest,com, bw
E@ qatest com.tw Mame | Type |
g z‘;éqzzjzzﬂx @subl.qatest.com.hu domainDi S
R @sub?.qatest.com.hu domainDNE
< | 2]
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Please make sure you have enabled the Active Directory Service on the Windows

Server and check the following items:

The NAS’s DNS server setting must be assigned to AD server.

The NAS and AD server can synchronize only if their time difference is less
than 5 minutes.

The NAS and AD server will synchronize every 5 minutes. To configure the
settings manually, the NAS has to be set as standalone mode and then added
to AD domain.

After adding to AD domain, you must login as Domain_name\Username to
access Network Neighborhood. Local users of the NAS cannot access the
server by Network Neighborhood.

It is suggested to use Windows 2000 Service Pack 4, or Windows 2003 Service
Pack 1.

When the NAS is added to AD domain, the authority of “everyone” will not
work, “everyone” is the default account of the NAS, but is not supported in AD
domain. Therefore the authority has to be reset.

The IP address of the AD server should be recorded in the DNS settings on the
AD server.

You must change the password of "admin” after you create “Active Directory”
service on the AD server.

The DNS server on the AD Server should have two records on it. For example,
when the AD server name is 2003tc.testad.com, the records will be:
2003tc.testad.com A 192.168.1.100

Testad.com A 192.168.1.100

Oneis “A record” for AD server, and the other is the domain “A record” for DNS
queries.
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Adding NAS to Windows Server 2003 Active Directory Domain

1. Go to "System Administration” > “Network”. Enter the IP address of primary
DNS server. You can inquire the AD domain via this DNS server.

Welcome admin | Logout English

Network a

| TCP [/ IP ||

IP Address

Interface DHCP  IP Address Subnet Mask Gateway MAC Address Speed MTU Link Edit
Ethernet! +2 Mo 10812144 2552552540 108121 00:08:98°B9 2818 100Mbps 1500 @

Port Trunking

Fort Trunking provides netwoark [oad balancing and fault tolerance by combining two Ethernet interfaces into one to increase the
bandwidth beyond the limits of any one single interface at the same time offers the redundancy for higher availability when both
interfaces are connected to the same switch that supports 'Port Trunking'.

[w Enable Metwork Port Trunking

Selectthe port trunking mode from helow. Please note that incompatible mode settings might cause the network interface
to hang or affect the overall performance. For more information, please click here.

Active Backup v

DNS Server:

Pritmary DNS Server: 168 .55

Secondary DNS Server: 10 R 2
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2. Go to “Network Services” > “Microsoft Networking”. Enable AD Domain

Member, and enter the domain name and the user name with administrator

access right to that domain.

Microsoft Networking

Microsoft Networking

[+ Enable file service for Microsoft networking

¢~ Standalone Server

v AD Domain Member

Server Description: MAS Server
Workgroup: MAS

AD Server Name: ad2008
Domain Mame: gnap.com
Domain Username: gnaptest
Password: sene

Enable WINS server
I~ Use the specified WINS server
WINS zerver [P address:

~ Domain Master

Note:
a. Make sure that a fully qualified domain name such as gnap.com has been
filled in.

b. Make sure the user name with administrator access right to that domain.

3. Make sure the difference of your time and that of AD server is less than 5
minutes. If the time difference is larger than 5 minutes, you will not be able
to add the domain member.

4. Upon successful adding of domain member, you can view the list for domain

users and local users in User Management.

5. Go to Access Control in Network Share Management to configure the access

control right of AD users for all available network shares.

171

©Copyright 2009. QNAP Systems, Inc. All Rights Reserved.



Using AD users to access services

To access services like FTP, Network Neighborhood, or Apple Talk with an AD user

account, add DomainName\ before the user name when logging in.

Either the server does nok allow anonymaous logins or the e-mail address was nok
accepted,

FTP server: 172.17.21.123

Llser name: | qnapitest v |

Password: | sesses |

After wou log an, you can add this server ta vour Favarites and return b it easiky,

& FTP does nat encrypt or encode passwards or data before sending them o the
server, To protect the security of vour passwords and daka, use \Web Folders
OWwebDday) inskead,

Learn more about using Web Folders,

[]Log on anonymoushy []5ave passward

[ Log On ][ Zancel

* The step-by-step guide of adding QNAP NAS to the AD server is available on

http://www.gnap.com/pro features.asp.
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Chapter 11 Access NAS via Linux OS

In addition to Microsoft and Mac OS, the NAS also supports Linux systems through

the NFS service:

1. In Linux, run the following command:

mount -t nfs <NAS IP address>:/<Network Share Name>

<Directory to Mount>

For example, if the IP address of your NAS is 192.168.0.1 and you want to link
the network share folder “public” under the /mnt/pub directory, use the

following command:

mount -t nfs 192.168.0.1:/public /mnt/pub

Note: You must login as “root” user to initiate the above command.

2. Login as the user ID you define, you can use the mounted directory to access

your network share files.
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Chapter 12 NAS Maintenance

12.1 Restart/ Shut down Server

Follow the steps below to restart or shut down the NAS.
1. Login the NAS. Go to "System Administration” > “Power Management”.
2. Click “Restart” to reboot the server or "Shut Down” to turn off the server.

You can also press the power button for 1.5 seconds* to turn off the NAS. To force
shut down the NAS, press the power button for more than 5 seconds. The server

beeps once and shuts down immediately.

*To turn off TS-1091/11, TS-109 Pro I/II, TS-209 I/II, TS-209 Pro I/1I, TS-409/
TS-409 Pro/ TS-409U, press the power button for 4 seconds.

Power Management 2

Restart/ Shutdown

Execute system restart shutdewn immediatehy.

RESTART SHUTDOWH

You can use the Finder to restart or shut down the server (admin access required).

OMAP Finder

Servers Commect  Setkings WIEREN Help

Map Metwork Drive
Restart Server
Remote Wake Up (Wake On LAN)
Search Metwork Camera

| Update Firmmare

Marne Il er Type | MAC Address |
NACIBEYBOFY l1 C-300 00-08-98-67-B0-F9

! 2EG 1 02-9B8-2C-2E-f/
MNASACEERD 1 409 00-08-98-AC-8E-60
NASHP1015 1 ] 00-08-98-60-84-FH
5L 1 o] Q0-E0-4C-77-11-A6
WioStar T Zy rETEEETTYS- 201 00-08-98-AC-97-10

174

©Copyright 2009. QNAP Systems, Inc. All Rights Reserved.



12.2 Reset Administrator Password and Network
Settings

Note: To reset the system by the reset button, the option “Enable configuration

reset switch” in "System Administration” > “Hardware” must be activated.

Hardware

Hardware

[w Enahble configuration reset switch

W Enable hard disk standby mode {if no access within | S minutes % | Status LED will be offy

v Enahble linght signal alert when the free size of disk is less than the value: 3072 MmB

[w Enahle alarm buzer (beep sound for errar and warning alert)

System Basic system reset Advanced system reset
(1 beep) (2 beeps)

All NAS models | Press the reset button for | Press the reset button for 10

3 sec sec

Basic system reset (3 sec)

When you press the reset button for 3 seconds, a beep sound will be heard. The

following settings are reset to default:

¢ System administration password: admin

¢ “Administration” > “Network”> “TCP/ IP”: Obtain IP address settings
automatically via DHCP

¢ “Administration” > “Network” > “TCP/ IP”: Disable Jumbo Frame

¢ “General Settings” > “System Administration” > “System Port”: 8080 (system
service port)

e “Administration” > “Security” > “Security Level”: Low (Allow all connections)

¢ LCD panel password: (blank)*

* Applicable to models with LCD panel only.
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Advanced system reset (10 sec)

When you press the reset button for 10 seconds, you will hear two beeps at the third
and the tenth seconds. The NAS will reset all the system settings to default as it
does by web-based system reset in “"Administration” > “Restore to Factory Default”
except all the data are reserved. The settings such as the users, user groups, and
the network share folders you previously created will be cleared. To retrieve the

old data after the advanced system reset, you may create the same network share
folders on the NAS and the data will be accessible again.
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12.3 Disk Failure or Malfunction

When you encounter disk malfunction or failure, please do the following:
1. Record the malfunction status or error messages shown in Event Logs.
2. Stop using the failed NAS and turn off the server.

3. Contact customer service for technical support.

Note: The NAS must be repaired by professional technicians, do not try to repair the
server yourself,
Please back up any important files or folders to avoid potential data loss due to disk

crash.

12.4 Power Outage or Abnormal Shutdown

In case of power outage or improper shutdown of the NAS, the system will resume
to the state before it is shut down. If your server does not function properly after
restart, please do the following:

1. If the system configuration is lost, configure the system again.

2. In the event of abnormal operation of the server, contact customer service for

technical support.

12.5 System Software Abnormal Operation

When the system software does not operate properly, the NAS automatically
restarts to resume normal operation. If you find the system restarts continuously,
it may fail to resume normal operation. In this case, please contact the technical

support immediately.

12.6 System Temperature Protection

The system shuts down automatically for hardware protection when any of the
following criteria is met:

v' The system temperature exceeds 70°C (158°F)

v' The CPU temperature exceeds 85°C (185°F)

v The hard drive temperature exceeds 60°C (140°F)
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Chapter 13 RAID Abnormal Operation

Troubleshooting

If the RAID configuration of your NAS is found abnormal or there are error messages,

please try the following solutions:

Note: You must back up the important data on the NAS first to avoid any potential

data loss.

1. Check that the RAID rebuilding has failed:
a. LED: The Status LED of NAS flashes in red.

b. On the “"Disk Management” > “Volume Management” page, the status of the

disk volume configuration is “In degraded mode”.

2. Find out the hard drive(s) that causes the RAID rebuilding failure.

You can go to "System Administration” > “"System Logs” page to search for the

following error message and find out which hard drive(s) causes the error.
Error occurred while accessing Drive X.
Drive X has been removed.

X refers to the number of the hard drive slot.

3. Troubleshooting
After plugging in the new hard drive (e.g., HDD 1), drive rebuilding will start. If the

drive configuration fails again due to read/write error of the hard drive in the
rebuilding process, identify which hard drive causes the error and follow the steps

below to solve the problems.

Situation 1: The error is caused by the newly plugged in drive.

If the newly inserted drive (e.g., HDD 1) causes the rebuilding error, please unplug

HDD 1 and plug in another new drive to start RAID rebuilding.
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Situation 2: The error is caused by an existing drive (e.g., HDD 2) in the RAID

configuration.

If the RAID configuration is RAID 1, you can do either one of the following:

Back up the drive data to another storage device. Then reinstall and set up the
NAS.

Format the newly plugged in drive (e.g. HDD 1) as a single drive. Then back
up the data on the NAS to this drive (HDD 1) via Web File Manager. Unplug the
drive with errors (e.g., HDD 2). After that, insert a new drive to NAS to replace

the fault drive, and execute RAID 1 migration.

When the RAID configuration is RAID 5 or 6: The RAID configuration is

changed to degraded mode (read-only). Itis recommended that you back up the

data and run system installation and configuration again.

Note: When plugging in or unplugging a hard drive, please strictly adhere to the

following rules to avoid abnormal system operation or data crash.

1.
2.

Plug in only one drive to NAS or unplug only one drive from NAS at one time.

After plugging in or unplugging a hard drive, wait for about ten seconds or longer
until you hear two beeps from the NAS. Then unplug or plug in the next hard

drive.
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Chapter 14 Use the LCD Panel

* This section is applicable to NAS models with LCD panel only.

The NAS provides a handy LCD panel for you to perform disk configuration and view

the system information.

When the NAS is started up, you will be able to view the server name and IP

address:
IN|A[S|5|F|4[DIE[3] | | | [ | ||
1116/9].1215/4].]1]/0/0/.[1]0/0] |

For the first time installation, the LCD panel shows the humber of hard drives

detected and the IP address. You may select to configure the hard drives.

Number of
. Default disk . . ) . .
hard drives . . Available disk configuration options*
configuration
detected
1 Single Single
2 RAID 1 Single -> JBOD ->RAID 0 -> RAID 1
3 RAID 5 Single -> JBOD -> RAID 0 -> RAID 5
Single ->JBOD -> RAID 0 -> RAID 5
4 or above RAID 5
-> RAID 6

*Press the “Select” button to choose the option, and press the “Enter” button to

confirm.
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For example, when you turn on the NAS with 5 hard drives installed, the LCD panel

shows:

Clo|n|flilg|.| [Dli|s|kls[?] | |

~[RIAITIDISL L ]

You can press the “Select” button to browse more options, e.g. RAID 6.

Press the “Enter” button and the following message shows. Press the “Select”

button to select “Yes” to confirm.

Clhlojo|s|e| |RIATID[S[?] | | |
5 5 5 5T

When you execute RAID 1, RAID 5, or RAID 6 configuration, the system will initialize
the hard drives, create the RAID device, format the RAID device, and mount it as
a volume on the NAS. The progress will be shown on the LCD panel. When it

reaches 100%, you can access the RAID volume, e.g. create share folders and

upload files to the folders on the NAS. In the meantime, to make sure the stripes
and blocks in all the RAID component devices are ready, the NAS will execute RAID
synchronization and the progress will be shown on “Disk Management” > “Volume
Management” page. The synchronization rate is around 30-60 MB/s (vary by hard

drive models, system resource usage, etc.).

Note: If a member drive of the RAID configuration was lost during the
synchronization, the RAID device will enter degraded mode. The volume data is

still accessible. If you add a new member drive to the device, it will start to rebuild.

You can check the status on the “Volume Management” page.

To encrypt the disk volume, select “Yes” when the LCD panel shows <Encrypt
Volume?>. The default encryption password is "admin”. To change the password,
please login the web-based administration interface as an administrator and change
the settings in “"Device Configuration” > “Disk volume Encryption Management”.
Elnlclriy[plt] [Violl lulme[?]
~lvlels | INJo[l [ [ | | [ [ [

When the configuration is finished, the server name and IP address will be shown.

If the NAS fails to create the disk volume, the following message will be shown.

Clrlelalt|iinlgl.[.]. | [ | |
RIAITIDIS| [Flalillleld | | |
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View system information by the LCD panel

When the LCD panel shows the server name and IP address, you may press the
“Enter” button to enter the Main Menu. The Main Menu consists of the following
items:

1. TCP/IP

. Physical disk

. Volume

. System

. Shut down

. Reboot

. Password

. Back

0O N oo 1 A W N

1. TCP/ IP
In TCP/ IP, you can view the following options:
1.1 LAN IP Address
1.2 LAN Subnet Mask
1.3 LAN Gateway
1.4 LAN PRI. DNS
1.5 LAN SEC. DNS
1.6 Enter Network Settings
1.6.1 Network Settings - DHCP
1.6.2 Network Settings - Static IP*
1.6.3 Network Settings - BACK
1.7 Back to Main Menu
* In Network Settings — Static IP, you can configure the IP address, subnet mask,
gateway, and DNS of LAN 1 and LAN 2.
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2. Physical disk
In Physical disk, you can view the following options:
2.1 Disk Info
2.2 Back to Main Menu

The disk info shows the temperature and the capacity of the hard drive.

Dli|sk|:[1] |Tlelmp]|:[5/0]°|C|
Slilzlel:| [2]3[2] [G/B[ | | ||

3. Volume
This section shows the disk configuration of the NAS. The first line shows the
RAID configuration and storage capacity; the second line shows the member

drive number of the configuration.

RIAITID[S| | | [ | | [7]5]0|G]B|
Dlrlilvlel [1]2{3]4] | | | | ||

If there is more than one volume, press the “Select” button to view the
information. The following table shows the description of the LCD messages

for RAID 5 configuration.

LCD Display Drive configuration
RAID5+S RAID5+spare
RAIDS5 (D) RAID 5 degraded mode
RAID 5 (B) RAID 5 rebuilding
RAID 5 (S) RAID 5 re-synchronizing
RAID 5 (U) RAID 5 is unmounted
RAID 5 (X) RAID 5 non-activated
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4, System
This section shows the system temperature and the rotation speed of the
system fan.

C[P|u| |Tle[mp|:| [5[0]°[C| | |
Slyls| |Tlelmpl:| [5]5[°{C ||

S|yls| |Fla[n|:[8]6/5[R[P[M | |
M 0 v

5. Shut down
Use this option to turn off the NAS. Press the “"Select” button to select “Yes”.

Then press the “Enter” button to confirm.

6. Reboot
Use this option to restart the NAS. Press the “Select” button to select “Yes”.

Then press the “Enter” button to confirm.

7. Password
The default password of the LCD panel is blank. Enter this option to change

the password of the LCD panel. Select “Yes” to continue.

Clhlalnigle| |Plals|s wlo|r|d]

NN 0 151 O

You may enter a password of maximum 8 numeric characters (0-9). When the

cursor moves to “OK”, press the “Enter” button. Verify the password to

confirm the changes.

N|e|w| |Plals|s{wlojr|d[:] | | |
R 0 A I I I I 1

8. Back
Select this option to return to the main menu.
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System Messages
When the NAS encounters system error, an error message will be shown on the LCD
panel. Press the “Enter” button to view the message. Press the “Enter” button

again to view the next message.

S|y|sitle/m |E[rirjofrft]| | | |
PlIls|. | [Clhlelclkl |Llolgls| |

System Message Description
Sys. Fan Failed The system fan failed
Sys. Overheat The system overheat
HDD Overheat The hard drive overheat
CPU Overheat The CPU overheat
Network Lost Both LAN 1 and LAN 2 are disconnected in Failover
or Load-balancing mode
LAN1 Lost LAN 1 is disconnected
LAN2 Lost LAN 2 is disconnected
HDD Failure The hard drive fails
Voll Full The volume is full
HDD Ejected The hard drive is ejected
Voll Degraded The volume is in degraded mode
Voll Unmounted The volume is unmounted
Voll Nonactivate The volume is not activated
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Technical Support

QNAP provides dedicated online support and customer service via instant

messenger. You can contact us by the following means:

Online Support: http://www.gnap.com/

MSN: g.support@hotmail.com
Skype: gnapskype
Forum: http://forum.gnap.com/

Technical Support in the USA and Canada:

Email: g supportus@gnap.com

TEL: 909-595-2819 ext. 110

Address: 168 University Parkway Pomona, CA 91768-4300

Service Hours: 08:00-17:00 (GMT- 08:00 Pacific Time, Monday to Friday)
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GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright © 2007 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license

document, but changing it is not allowed.

Preamble
The GNU General Public License is a free, copyleft license for software and other
kinds of works.

The licenses for most software and other practical works are designed to take away
your freedom to share and change the works. By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change all versions of
a program--to make sure it remains free software for all its users. We, the Free

Software Foundation, use the GNU General Public License for most of our software;
it applies also to any other work released this way by its authors. You can apply it

to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General
Public Licenses are designed to make sure that you have the freedom to distribute
copies of free software (and charge for them if you wish), that you receive source
code or can get it if you want it, that you can change the software or use pieces of

it in new free programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or
asking you to surrender the rights. Therefore, you have certain responsibilities if
you distribute copies of the software, or if you modify it: responsibilities to respect
the freedom of others.

For example, if you distribute copies of such a program, whether gratis or for a fee,
you must pass on to the recipients the same freedoms that you received. You must
make sure that they, too, receive or can get the source code. And you must show
them these terms so they know their rights.

Developers that use the GNU GPL protect your rights with two steps: (1) assert
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copyright on the software, and (2) offer you this License giving you legal permission
to copy, distribute and/or modify it.

For the developers' and authors' protection, the GPL clearly explains that there is
no warranty for this free software. For both users' and authors' sake, the GPL
requires that modified versions be marked as changed, so that their problems will

not be attributed erroneously to authors of previous versions.

Some devices are designed to deny users access to install or run modified versions
of the software inside them, although the manufacturer can do so. This is
fundamentally incompatible with the aim of protecting users' freedom to change the
software. The systematic pattern of such abuse occurs in the area of products for
individuals to use, which is precisely where it is most unacceptable. Therefore, we
have designed this version of the GPL to prohibit the practice for those products. If
such problems arise substantially in other domains, we stand ready to extend this
provision to those domains in future versions of the GPL, as needed to protect the
freedom of users.

Finally, every program is threatened constantly by software patents. States should
not allow patents to restrict development and use of software on general-purpose
computers, but in those that do, we wish to avoid the special danger that patents
applied to a free program could make it effectively proprietary. To prevent this, the

GPL assures that patents cannot be used to render the program non-free.

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS
0. Definitions.

“This License” refers to version 3 of the GNU General Public License.

“Copyright” also means copyright-like laws that apply to other kinds of works, such
as semiconductor masks.

“The Program” refers to any copyrightable work licensed under this License. Each
licensee is addressed as “you”. “Licensees” and “recipients” may be individuals or

organizations.

To “modify” a work means to copy from or adapt all or part of the work in a fashion
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requiring copyright permission, other than the making of an exact copy. The
resulting work is called a "“modified version” of the earlier work or a work “based on”

the earlier work.

A “covered work” means either the unmodified Program or a work based on the

Program.

To “propagate” a work means to do anything with it that, without permission, would
make you directly or secondarily liable for infringement under applicable copyright
law, except executing it on a computer or modifying a private copy. Propagation

includes copying, distribution (with or without modification), making available to the

public, and in some countries other activities as well.

To “convey” a work means any kind of propagation that enables other parties to
make or receive copies. Mere interaction with a user through a computer network,

with no transfer of a copy, is not conveying.

An interactive user interface displays “"Appropriate Legal Notices” to the extent that
it includes a convenient and prominently visible feature that (1) displays an
appropriate copyright notice, and (2) tells the user that there is no warranty for the
work (except to the extent that warranties are provided), that licensees may convey
the work under this License, and how to view a copy of this License. If the interface
presents a list of user commands or options, such as a menu, a prominent item in
the list meets this criterion.

1. Source Code.
The “source code” for a work means the preferred form of the work for making

modifications to it. "Object code” means any non-source form of a work.

A “Standard Interface” means an interface that either is an official standard defined
by a recognized standards body, or, in the case of interfaces specified for a particular
programming language, one that is widely used among developers working in that

language.

The “System Libraries” of an executable work include anything, other than the work

as a whole, that (a) is included in the normal form of packaging a Major Component,

but which is not part of that Major Component, and (b) serves only to enable use

of the work with that Major Component, or to implement a Standard Interface for
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which an implementation is available to the public in source code form. A “Major
Component”, in this context, means a major essential component (kernel, window
system, and so on) of the specific operating system (if any) on which the executable
work runs, or a compiler used to produce the work, or an object code interpreter

used to run it.

The “Corresponding Source” for a work in object code form means all the source
code needed to generate, install, and (for an executable work) run the object code
and to modify the work, including scripts to control those activities. However, it does
not include the work's System Libraries, or general-purpose tools or generally
available free programs which are used unmodified in performing those activities
but which are not part of the work. For example, Corresponding Source includes
interface definition files associated with source files for the work, and the source
code for shared libraries and dynamically linked subprograms that the work is
specifically designed to require, such as by intimate data communication or control

flow between those subprograms and other parts of the work.

The Corresponding Source need not include anything that users can regenerate

automatically from other parts of the Corresponding Source.

The Corresponding Source for a work in source code form is that same work.

2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the
Program, and are irrevocable provided the stated conditions are met. This License
explicitly affirms your unlimited permission to run the unmodified Program. The
output from running a covered work is covered by this License only if the output,
given its content, constitutes a covered work. This License acknowledges your rights

of fair use or other equivalent, as provided by copyright law.

You may make, run and propagate covered works that you do not convey, without
conditions so long as your license otherwise remains in force. You may convey
covered works to others for the sole purpose of having them make modifications
exclusively for you, or provide you with facilities for running those works, provided
that you comply with the terms of this License in conveying all material for which
you do not control copyright. Those thus making or running the covered works for
you must do so exclusively on your behalf, under your direction and control, on
terms that prohibit them from making any copies of your copyrighted material
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outside their relationship with you.

Conveying under any other circumstances is permitted solely under the conditions

stated below. Sublicensing is not allowed; section 10 makes it unnecessary.

3. Protecting Users' Legal Rights From Anti-Circumvention Law.

No covered work shall be deemed part of an effective technological measure under
any applicable law fulfilling obligations under article 11 of the WIPO copyright treaty
adopted on 20 December 1996, or similar laws prohibiting or restricting

circumvention of such measures.

When you convey a covered work, you waive any legal power to forbid
circumvention of technological measures to the extent such circumvention is
effected by exercising rights under this License with respect to the covered work,
and you disclaim any intention to limit operation or modification of the work as a
means of enforcing, against the work's users, your or third parties' legal rights to

forbid circumvention of technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program's source code as you receive it, in
any medium, provided that you conspicuously and appropriately publish on each
copy an appropriate copyright notice; keep intact all notices stating that this License
and any non-permissive terms added in accord with section 7 apply to the code;
keep intact all notices of the absence of any warranty; and give all recipients a copy

of this License along with the Program.

You may charge any price or no price for each copy that you convey, and you may

offer support or warranty protection for a fee.

5. Conveying Modified Source Versions.
You may convey a work based on the Program, or the modifications to produce it
from the Program, in the form of source code under the terms of section 4, provided

that you also meet all of these conditions:

a) The work must carry prominent notices stating that you modified it, and giving

a relevant date.

b) The work must carry prominent notices stating that it is released under this

License and any conditions added under section 7. This requirement modifies the
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requirement in section 4 to “keep intact all notices”.

¢) You must license the entire work, as a whole, under this License to anyone who
comes into possession of a copy. This License will therefore apply, along with any
applicable section 7 additional terms, to the whole of the work, and all its parts,
regardless of how they are packaged. This License gives no permission to license the
work in any other way, but it does not invalidate such permission if you have
separately received it.

d) If the work has interactive user interfaces, each must display Appropriate Legal
Notices; however, if the Program has interactive interfaces that do not display
Appropriate Legal Notices, your work need not make them do so.

A compilation of a covered work with other separate and independent works, which
are not by their nature extensions of the covered work, and which are not combined
with it such as to form a larger program, in or on a volume of a storage or
distribution medium, is called an “aggregate” if the compilation and its resulting
copyright are not used to limit the access or legal rights of the compilation's users
beyond what the individual works permit. Inclusion of a covered work in an

aggregate does not cause this License to apply to the other parts of the aggregate.

6. Conveying Non-Source Forms.
You may convey a covered work in object code form under the terms of sections 4
and 5, provided that you also convey the machine-readable Corresponding Source

under the terms of this License, in one of these ways:

a) Convey the object code in, or embodied in, a physical product (including a
physical distribution medium), accompanied by the Corresponding Source fixed on
a durable physical medium customarily used for software interchange.
b) Convey the object code in, or embodied in, a physical product (including a
physical distribution medium), accompanied by a written offer, valid for at least
three years and valid for as long as you offer spare parts or customer support for
that product model, to give anyone who possesses the object code either (1) a copy
of the Corresponding Source for all the software in the product that is covered by
this License, on a durable physical medium customarily used for software
interchange, for a price no more than your reasonable cost of physically performing
this conveying of source, or (2) access to copy the Corresponding Source from a
network server at no charge.
c) Convey individual copies of the object code with a copy of the written offer to
provide the Corresponding Source. This alternative is allowed only occasionally and
noncommercially, and only if you received the object code with such an offer, in
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accord with subsection 6b.

d) Convey the object code by offering access from a designated place (gratis or for
a charge), and offer equivalent access to the Corresponding Source in the same way
through the same place at no further charge. You need not require recipients to copy
the Corresponding Source along with the object code. If the place to copy the object
code is a network server, the Corresponding Source may be on a different server
(operated by you or a third party) that supports equivalent copying facilities,
provided you maintain clear directions next to the object code saying where to find
the Corresponding Source. Regardless of what server hosts the Corresponding
Source, you remain obligated to ensure that it is available for as long as needed to
satisfy these requirements.

e) Convey the object code using peer-to-peer transmission, provided you inform
other peers where the object code and Corresponding Source of the work are being
offered to the general public at no charge under subsection 6d.

A separable portion of the object code, whose source code is excluded from the
Corresponding Source as a System Library, need not be included in conveying the

object code work.

A “User Product” is either (1) a “consumer product”, which means any tangible
personal property which is normally used for personal, family, or household
purposes, or (2) anything designed or sold for incorporation into a dwelling. In
determining whether a product is a consumer product, doubtful cases shall be
resolved in favor of coverage. For a particular product received by a particular user,
“normally used” refers to a typical or common use of that class of product,
regardless of the status of the particular user or of the way in which the particular
user actually uses, or expects or is expected to use, the product. A product is a
consumer product regardless of whether the product has substantial commercial,
industrial or non-consumer uses, unless such uses represent the only significant

mode of use of the product.

“Installation Information” for a User Product means any methods, procedures,
authorization keys, or other information required to install and execute modified
versions of a covered work in that User Product from a modified version of its
Corresponding Source. The information must suffice to ensure that the continued
functioning of the modified object code is in no case prevented or interfered with

solely because modification has been made.

If you convey an object code work under this section in, or with, or specifically for
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use in, a User Product, and the conveying occurs as part of a transaction in which
the right of possession and use of the User Product is transferred to the recipient in
perpetuity or for a fixed term (regardless of how the transaction is characterized),
the Corresponding Source conveyed under this section must be accompanied by the
Installation Information. But this requirement does not apply if neither you nor any
third party retains the ability to install modified object code on the User Product (for

example, the work has been installed in ROM).

The requirement to provide Installation Information does not include a requirement
to continue to provide support service, warranty, or updates for a work that has
been modified or installed by the recipient, or for the User Product in which it has
been modified or installed. Access to a network may be denied when the
modification itself materially and adversely affects the operation of the network or

violates the rules and protocols for communication across the network.

Corresponding Source conveyed, and Installation Information provided, in accord
with this section must be in a format that is publicly documented (and with an
implementation available to the public in source code form), and must require no

special password or key for unpacking, reading or copying.

7. Additional Terms.

“Additional permissions” are terms that supplement the terms of this License by
making exceptions from one or more of its conditions. Additional permissions that
are applicable to the entire Program shall be treated as though they were included
in this License, to the extent that they are valid under applicable law. If additional
permissions apply only to part of the Program, that part may be used separately
under those permissions, but the entire Program remains governed by this License

without regard to the additional permissions.

When you convey a copy of a covered work, you may at your option remove any

additional permissions from that copy, or from any part of it. (Additional permissions
may be written to require their own removal in certain cases when you modify the
work.) You may place additional permissions on material, added by you to a covered

work, for which you have or can give appropriate copyright permission.

Notwithstanding any other provision of this License, for material you add to a
covered work, you may (if authorized by the copyright holders of that material)
supplement the terms of this License with terms:
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a) Disclaiming warranty or limiting liability differently from the terms of sections 15
and 16 of this License; or

b) Requiring preservation of specified reasonable legal notices or author attributions
in that material or in the Appropriate Legal Notices displayed by works containing
it; or

¢) Prohibiting misrepresentation of the origin of that material, or requiring that
modified versions of such material be marked in reasonable ways as different from
the original version; or

d) Limiting the use for publicity purposes of nhames of licensors or authors of the
material; or

e) Declining to grant rights under trademark law for use of some trade names,
trademarks, or service marks; or

f) Requiring indemnification of licensors and authors of that material by anyone who
conveys the material (or modified versions of it) with contractual assumptions of
liability to the recipient, for any liability that these contractual assumptions directly
impose on those licensors and authors.

All other non-permissive additional terms are considered “further restrictions”
within the meaning of section 10. If the Program as you received it, or any part of
it, contains a notice stating that it is governed by this License along with a term that
is a further restriction, you may remove that term. If a license document contains
a further restriction but permits relicensing or conveying under this License, you
may add to a covered work material governed by the terms of that license document,

provided that the further restriction does not survive such relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in
the relevant source files, a statement of the additional terms that apply to those files,

or a notice indicating where to find the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a
separately written license, or stated as exceptions; the above requirements apply

either way.

8. Termination.
You may not propagate or modify a covered work except as expressly provided
under this License. Any attempt otherwise to propagate or modify it is void, and will
automatically terminate your rights under this License (including any patent
licenses granted under the third paragraph of section 11).
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However, if you cease all violation of this License, then your license from a particular
copyright holder is reinstated (a) provisionally, unless and until the copyright holder
explicitly and finally terminates your license, and (b) permanently, if the copyright
holder fails to notify you of the violation by some reasonable means prior to 60 days

after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently
if the copyright holder notifies you of the violation by some reasonable means, this
is the first time you have received notice of violation of this License (for any work)
from that copyright holder, and you cure the violation prior to 30 days after your

receipt of the notice.

Termination of your rights under this section does not terminate the licenses of
parties who have received copies or rights from you under this License. If your rights
have been terminated and not permanently reinstated, you do not qualify to receive

new licenses for the same material under section 10.

9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a copy of the
Program. Ancillary propagation of a covered work occurring solely as a consequence
of using peer-to-peer transmission to receive a copy likewise does not require
acceptance. However, nothing other than this License grants you permission to
propagate or modify any covered work. These actions infringe copyright if you do
not accept this License. Therefore, by modifying or propagating a covered work, you

indicate your acceptance of this License to do so.

10. Automatic Licensing of Downstream Recipients.

Each time you convey a covered work, the recipient automatically receives a license
from the original licensors, to run, modify and propagate that work, subject to this
License. You are not responsible for enforcing compliance by third parties with this

License.

An “entity transaction” is a transaction transferring control of an organization, or

substantially all assets of one, or subdividing an organization, or merging

organizations. If propagation of a covered work results from an entity transaction,

each party to that transaction who receives a copy of the work also receives

whatever licenses to the work the party's predecessor in interest had or could give
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under the previous paragraph, plus a right to possession of the Corresponding
Source of the work from the predecessor in interest, if the predecessor has it or can

get it with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted
or affirmed under this License. For example, you may not impose a license fee,
royalty, or other charge for exercise of rights granted under this License, and you
may not initiate litigation (including a cross-claim or counterclaim in a lawsuit)
alleging that any patent claim is infringed by making, using, selling, offering for sale,

or importing the Program or any portion of it.

11. Patents.
A “contributor” is a copyright holder who authorizes use under this License of the
Program or a work on which the Program is based. The work thus licensed is called

the contributor's “contributor version”.

A contributor's “essential patent claims” are all patent claims owned or controlled
by the contributor, whether already acquired or hereafter acquired, that would be
infringed by some manner, permitted by this License, of making, using, or selling its
contributor version, but do not include claims that would be infringed only as a
consequence of further modification of the contributor version. For purposes of this

III

definition, “control” includes the right to grant patent sublicenses in a manner

consistent with the requirements of this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free patent license
under the contributor's essential patent claims, to make, use, sell, offer for sale,
import and otherwise run, modify and propagate the contents of its contributor

version.

In the following three paragraphs, a “patent license” is any express agreement or
commitment, however denominated, not to enforce a patent (such as an express

permission to practice a patent or covenant not to sue for patent infringement). To
“grant” such a patent license to a party means to make such an agreement or

commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the

Corresponding Source of the work is not available for anyone to copy, free of charge

and under the terms of this License, through a publicly available network server or
198

©Copyright 2009. QNAP Systems, Inc. All Rights Reserved.



other readily accessible means, then you must either (1) cause the Corresponding
Source to be so available, or (2) arrange to deprive yourself of the benefit of the
patent license for this particular work, or (3) arrange, in a manner consistent with
the requirements of this License, to extend the patent license to downstream
recipients. “"Knowingly relying” means you have actual knowledge that, but for the
patent license, your conveying the covered work in a country, or your recipient's use
of the covered work in a country, would infringe one or more identifiable patents in

that country that you have reason to believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey,
or propagate by procuring conveyance of, a covered work, and grant a patent
license to some of the parties receiving the covered work authorizing them to use,
propagate, modify or convey a specific copy of the covered work, then the patent
license you grant is automatically extended to all recipients of the covered work and

works based on it.

A patent license is “discriminatory” if it does not include within the scope of its
coverage, prohibits the exercise of, or is conditioned on the non-exercise of one or
more of the rights that are specifically granted under this License. You may not
convey a covered work if you are a party to an arrangement with a third party that
is in the business of distributing software, under which you make payment to the
third party based on the extent of your activity of conveying the work, and under
which the third party grants, to any of the parties who would receive the covered
work from you, a discriminatory patent license (@) in connection with copies of the
covered work conveyed by you (or copies made from those copies), or (b) primarily
for and in connection with specific products or compilations that contain the covered
work, unless you entered into that arrangement, or that patent license was granted,
prior to 28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied
license or other defenses to infringement that may otherwise be available to you

under applicable patent law.

12. No Surrender of Others' Freedom.
If conditions are imposed on you (whether by court order, agreement or otherwise)
that contradict the conditions of this License, they do not excuse you from the
conditions of this License. If you cannot convey a covered work so as to satisfy
simultaneously your obligations under this License and any other pertinent

199

©Copyright 2009. QNAP Systems, Inc. All Rights Reserved.



obligations, then as a consequence you may not convey it at all. For example, if you
agree to terms that obligate you to collect a royalty for further conveying from those
to whom you convey the Program, the only way you could satisfy both those terms

and this License would be to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or
combine any covered work with a work licensed under version 3 of the GNU Affero
General Public License into a single combined work, and to convey the resulting
work. The terms of this License will continue to apply to the part which is the
covered work, but the special requirements of the GNU Affero General Public License,
section 13, concerning interaction through a network will apply to the combination

as such.

14. Revised Versions of this License.
The Free Software Foundation may publish revised and/or new versions of the GNU
General Public License from time to time. Such new versions will be similar in spirit

to the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that
a certain numbered version of the GNU General Public License “or any later version”
applies to it, you have the option of following the terms and conditions either of that
numbered version or of any later version published by the Free Software Foundation.
If the Program does not specify a version number of the GNU General Public License,

you may choose any version ever published by the Free Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU
General Public License can be used, that proxy's public statement of acceptance of

a version permanently authorizes you to choose that version for the Program.

Later license versions may give you additional or different permissions. However,
no additional obligations are imposed on any author or copyright holder as a result

of your choosing to follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY

APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE

COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM “AS I1S”
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WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE
DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR
CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR
CONVEYS THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT
NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR
LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM
TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER
PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be
given local legal effect according to their terms, reviewing courts shall apply local
law that most closely approximates an absolute waiver of all civil liability in
connection with the Program, unless a warranty or assumption of liability

accompanies a copy of the Program in return for a fee.

END OF TERMS AND CONDITIONS
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